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2. Main Research Scenario 

Ubiquitous computing changes the focus of interest from the computer technology to users and 

their needs. The efforts in ubiquitous computing it to expand the places where the software system 

can be used and change the traditional ways of interaction with individuals, making such systems 

immerse into everyday spaces (Lei Tang et al., 2011). The solutions are highly integrated with the 

environment in a non-intrusive manner - interact automatically without user intervention- and the 

connection of this technologies with real objects of day-to-day become indistinguishable (Weiser, 

1991). To that end, ubiquitous computing presents several characteristics such as context sensitivity, 

user experience capture and service omnipresence, among others (da Silva Mota, 2013). 

In order to meet user needs and provide the proper service, context sensitivity becomes an im-

portant characteristic to be considered. Being a context-aware system means to be able to perceive, 

understand and use contextual information to adapt the systems to current context (Byun & Cheverst, 

2004). Context is any information that can be used to characterize the situation of an actor. An actor 

can be a person, place, or object that is considered relevant to the interaction between a user and an 

application, including the user himself or herself and the application itself (Dey, 2001). To capture 

and deal with this type of data different devices (sensors, actuators, computers, mobile technologies), 

applications and services are used, which may have been developed with a great variety of platforms, 

middleware system or programming languages, or having different communication interfaces. Be-

cause of heterogeneity among devices and technologies, interoperability is a great challenge to de-

velop ubiquitous systems (Niemela and Latvakoski, 2004).  

Considering ubiquitous and context-aware systems, this work is inserted in the context of the 

CAcTUS research project - Context-Awareness Testing for Ubiquitous Systems. This project is a 

partnership between Universidade Federal do Rio do Janeiro, Universidade Federal do Ceará, in Bra-

zil, and University of Valenciennes and Hainaut-Cambresis, in France. The main goal is to define a 

measurement-based approach for context-awareness testing to assess the quality of actor-computer 

interaction for ubiquitous systems. 

The purpose of this review is to observe how interoperability is addressed in context-aware 

systems. The study is based on the hypothesis that considering a new factor, as context, it will affect 

the systems interoperability, adding complexity and overlooked difficulties. This review aims to 

identify and analyze concepts, attributes and aspects of interoperability, considering not only their 

descriptions and definitions, but also their purposes in context-aware systems and how to apply them 

to achieve interoperability. Through data collection and analysis, we intend to observe the state of art 

in the field, challenges, limitations and perspectives to understand and provide meaningful 

information regarding interoperability and its measures. Therefore, a measurement process may be 

defined as well, based on the findings, to evaluate interoperability in ubiquitous systems and 

characterizing it with respect to some quality model. The findings and results will be used to further 

development of the CAcTUS project and contribute to build a body of knowledge for context aware 

systems and ubiquitous computing area. 
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3. Research Protocol 

The need for this review was commissioned inside the CAcTUS project and an initial plan 

decided with basic procedures prior to conducting it. In this perspective, this review concerns to 

observe interoperability in context-aware systems as a preliminary step to further project activities. 

This protocol was based on Biolchini et al. (2005). To organize and structure the search string, it 

explores the PICO strategy (Pai et al., 2004). This approach organizes the search words into four 

groups: Population of interest, Intervention or exposure being evaluated, Comparison intervention (if 

applicable) and Outcome. Because of the objective of the study (mainly characterization) it will not 

be possible to apply any comparison. Therefore, we can classify this study as quasi-systematic 

literature review (Travassos et al, 2008). 

2.1 Question Focus 

This study objective is to observe how interoperability is addressed in context-aware systems and 

identify the different aspects and attributes of interoperability in context aware systems. Eventually, 

measures to evaluate them. 

2.2 Question Quality and Amplitude 

● Problem: With widespread technology and interconnection of different systems and devices, 

interoperability has become critical. In context-aware systems is essential that different types 

of devices and services interact automatically without user intervention. Therefore, 

interoperability is an important feature in this type of system. 

● Question:   

Main Question: 

How interoperability is addressed in context aware systems? 

Secondary Questions: 

Which interoperability attributes are used in context aware systems? 

How to evaluate interoperability in context aware systems? 

● Population: Context-aware Systems 

● Intervention Control: Interoperability       

● Comparison:  None 

● Outcome: Definition, Attributes and Evaluation Methods 

● Experimental Design: None statistical method is going to be applied. 

● Control Articles: There were no control articles for this protocol. 

2.3 Source Selection 

● Sources Selection Criteria Definition: Works presented as articles, available on the web. 

● Studies Language: English. 
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● Source Identification 

○ Source Search Method: Manual search through web search engine. 

○ Search Engine: Scopus, at http://www.scopus.com/, chosen because it covers the 

majority of software engineering publications and due previous experience of the 

authors in conducting systematic literature reviews. The search considers title, 

abstract and keywords for an article to be selected. 

○ JabRef 1 reference tool: The results of the search in Scopus are exported in a BibTeX 

format with all the available information. The reviewers use JabRef tool to work with 

the generated document for the studies selection described below. 

2.4 Studies Selection 

● Studies Inclusion and Exclusion Criteria Definition: 

Inclusion Criteria: 

 (To talk about interoperability  OR interconnection OR interoperation OR 

interaction OR integration OR exchange) AND 

 (The discussed system including context-awareness characteristics; OR To 

be applied to Context-Aware Systems).  

Exclusion Criteria: 

 Not being available; AND 

 Published earlier than 19912; AND 

 Studies in duplicity; AND 

 Register of proceedings. 

● Study type definition: Articles that presents an example, application, proof of concept or 

study related to interoperability in context-aware systems. 

● Procedures for Studies Selection: Using JabRef tool, read title and abstract of each retrieved 

study and evaluate it according to inclusion and exclusion criteria. 

● Acceptance Criteria: Four distinct readers evaluated each study. The discussion scenery 

involves the readers expressing the rationale behind the choice and reach a consensus to 

include or exclude the study under discussion. The studies acceptance criteria happened as 

follows: 

 
Table 1: Acceptance criteria among the readers 

Reader 1 Reader 2 Reader 3 Reader 4 Final 

Include Include Include Include Include 

Include Include Include Doubt Include 

Include Include Doubt Doubt Include 

Include Doubt Doubt Doubt Discussion 

Doubt Doubt Doubt Doubt Discussion 

Doubt Doubt Doubt Exclude Discussion 

Doubt Doubt Exclude Exclude Exclude 

                                                           
1 http://jabref.sourceforge.net/ 
2 Considering the seminal work of Weiser, M. (1991). 

http://www.scopus.com/
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Doubt Exclude Exclude Exclude Exclude 

Exclude Exclude Exclude Exclude Exclude 

Exclude Exclude Exclude Include Exclude 

Exclude Exclude Include Include Discussion 

Exclude Include Include Include Include 

Doubt  Doubt Include Exclude Discussion 

Include Include Doubt Exclude Discussion 

Exclude Exclude Doubt Include Discussion 

2.5 Data Extraction  

For each selected paper the following information shall be extracted: 

 

Table 2: Information about the extraction fields 

Field Description 

Reference 

information 

Title The title of the paper. 

Authors List of authors, including email addresses and affiliation. 

Year of Publication The year the paper was published. 

Source of 

Publication 

Name of the Journal, Conference or place where the paper was published. 

Abstract The complete abstract of the paper. 

Interoperability definition The definition used in the paper. 

Interoperability dimension 
The range variation of interoperability (e.g. Semantic, Syntatic…) - As 

presented in the article - No taxonomy 

Applied Interoperability 

Domain where interoperability is consider in the paper (e.g. Business 

Interoperability, Service Interoperability…) - As presented in the article - 

No taxonomy 

Interoperability attribute and 

theoretical basis 

Name or list of interoperability attributes presented in the paper and how 

were derived. 

Evaluated interoperability 

attribute 

Name or list of interoperability attributes evaluated in the presented 

technique / article 

Interoperability measures or 

method 

Type and value of the measurement system used to evaluate the presented 

interoperability attributes, or the model or method used to evaluate 

interoperability  

Pre-existent approach The previous approach if the article present an adaption or evolution 
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Conditions or Restrictions Limitations for the applicability 

Software Systems category 
Software Category according to Pressman 2010. See Annex I - Types of 

Software System Category. 

Development Target Main objective or target - As presented in the article - No taxonomy 

Type of experimental study 

Types of empirical studies according to Wynekoop and Conger with 

definitions taken from ESE Wiki. See Annex II – Types of Experimental 

Study Taxonomy. 

Experimental study Data 

Include any information regarding design, variables and threats if 

available. Also which interoperability evaluation method and attributes 

were used. 

2.6 Paper Quality Evaluation Criteria 

The following criteria will be used to evaluate the quality of the selected papers. It aims to 

highlight those papers that could be more related with the investigation theme and, consequently, 

strengthen the confidence in the final result. 

• Criteria related to interoperability concepts: 

1. Is there any interoperability definition? (1 pt) 

2. Is there any description about the interoperability dimension?(1 pt) 

3. Is there any description about the interoperability application? (1 pt) 

4. Is there any definition regarding interoperability attributes (i.e. security, reliability, 

and so on)? ( 0.5 pt) 

• Is there any description about how the interoperability attributes have been 

derived? (0.5 pt) 

•  Criteria related to interoperability evaluation: 

5. Is the interoperability evaluation described? (1 pt) 

6. Does the interoperability evaluation include the proposed attributes? (1 pt) 

7. Is there an empirical evaluation of the interoperability approach? (1 pt) 

• Criteria related to the background theory or applicability: 

8. Does the paper describe any adaptation/evolution of pre-existent interoperability 

approach? (1pt) 

9. Is there any description about restrictions and conditions about the applicability of 

the interoperability approach? (1 pt) 

10. Is it possible to identify for which types of system can the interoperability approach 

be used? (1 pt) 

•  Criteria related to the interoperability approach generalization: 

11. Is there any description of the interoperability approach application in additional 

settings? (0.5 for each setting) 

4. Execution and Results 
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The process for the review was executed as follows: 

  

• Initial set up: from the research questions presented 

in section 2.2 were identified the population, 

intervention and outcome. From this structure 

possible terms and synonyms were considered to 

construct the initial search string.  

 

• Trials: the search string have iteratively evolved in 

the trials presented in this section. Each trial involved 

title and abstract reading, and consensus from the 

readers’ part whether to continue or improve the 

string, and to consider the papers or not.  

 

• Extraction: after title and abstract reading, the 

readers agreed upon a list of candidate papers, 

considering the inclusion/exclusion criteria. After 

full reading the candidate papers, their data was 

extracted (according to table 2 in section 2.5) and 

passed to quality assessment (according to section 

2.6). Based on the results the readers agreed in the 

included papers (the final list is presented in section 

3.2). 

 

3.1 Execution  

This protocol has evolved iteratively based on the research progress and we try to report here the 

evolution steps. It is also important to remind, for replicability purposes, that the used strings is 

according to the Scopus search engine - other engine might have different structures and rules. 

 

Trial 0: Ad-hoc -Executing the initial search string on the Scopus. 

Process: Despite being ad-hoc, some structure was used based on a previously conducted 

literature review in the project (Rodrigues et al., 2014). Using the search string presented below, the 

objective was to find papers related to interoperability measures in context-aware application, to form 

a golden standard. The participants read title and abstracts from the papers, in a subjective and 
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particular way applying a personal inclusion/exclusion criteria. Each disagreement was followed by 

a discussion – putting all the readers in the same level of understanding. 

Search String applied: 

TITLE-ABS-KEY(("context aware" OR "event driven" OR "context driven" OR "context 

sensitivity" OR "context sensitive" OR pervasive OR ubiquitous OR usability OR "event based" 

OR "self adaptive" OR "self adapt") AND (interoperability) AND (metric OR measure OR 

"quality attributes" OR "quality characteristics")) 

Date: December 2014. 

Number of Articles Found: 89 

Number of Articles for Full Reading: 22 (2 were not available) 

Results: Two readers divided the returned papers for full reading. It was possible to observe the 

difference between what we want to find (concepts and aspects that describe interoperability in 

context-aware systems) from the returned results (interoperability used as a buzz word). In this trial 

was not possible to retrieve a paper that could be used as control. Due that, it has been decided to 

extend the search, to see how interoperability is addressed in context-aware systems and how to 

evaluate it, and not only concepts and aspects. This first trial contributed to better alignment of the 

readers’ perspective but the articles were not included in the final list. 

 

Trial 1: String tuning 

Process: From the papers in Trial 0, some keywords and synonyms (based on the original string) 

were included in a list. Also, it was carried out a search for others systematic or structured reviews – 

not limited to any specific field – regarding interoperability, with the objective to find used terms that 

might apply3. These terms were compared with those in the list, and included if suitable. After, each 

term was submitted to a search engine separately to confirm its relevance considering the expected 

results. For this, the population was fixed at all times. When the term considered was part of the 

intervention, the outcome remained fixed as well - and vice-versa. If relevant, the term was kept in 

the search string. Otherwise, the term was discarded. 

Search String:    

TITLE-ABS-KEY(("context aware" OR "event driven" OR "context driven" OR "context sensi-

tivity" OR "context sensitive" OR pervasive OR ubiquitous OR usability OR "event based" OR "self 

adaptive" OR "self adapt") AND (interconnection OR interoperation OR interaction OR interopera-

bility OR interoperable OR integrate OR integration OR connection OR exchange OR interchange) 

AND (metrics OR evaluations OR assessments OR characteristics OR measurements OR models OR 

guidelines OR approaches OR methods OR methodology OR process)) 

Date: 23th March 2015. 

Number of Articles Found: 31,922 

                                                           
3 Process: Conducted in March, 2015, used the Google Scholar as search engine and considered results until page 5. Searched 

for: systematic review, literature review, systematic literature review, structured literature review, structured review and 

systematic mapping, for the terms: interoperability, integration, interoperation – separately. Were only considered papers 

were the search string was presented and when relevant for our perspective. The list of considered papers is presented in 

Appendix A. 
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Results: The results of this string coverage a wide range and different areas, but low precision 

regarding our research. So was decided that before going to selection, the string should be revised, 

as shown in Trial 2. For this reason we do not show here the included or read articles.  

 

Trial 2: String review 

Process: The string of Trial 1 was revised by researchers in the software engineering field, with 

experience in systematic reviews. The protocol, string and results were presented for the team. It was 

an open discussion and several suggestions were made. After the considerations and adjustments, the 

resulting string is presented below. 

Search String: 

TITLE-ABS-KEY(("context aware" OR "event driven" OR "context driven" OR "context 

sensitivity" OR "context sensitive" OR pervasive OR ubiquitous OR "event based" OR "self adaptive" 

OR "self adapt" OR "ambient intelligence" OR "assisted living" OR "agents systems" OR "multiagent 

systems") AND (interoperability OR interconnection OR interoperation OR interaction OR 

integration OR exchange) AND ("evaluation metric" OR "evaluation method" OR "evaluation model" 

OR "evaluation process" OR "evaluation methodology" OR "evaluation criteria" OR "evaluation 

approach" OR "evaluation strategy" OR "measurement method" OR "measurement model" OR 

"measurement process" OR "assessment method" OR "assessment model" OR "assessment strategy" 

OR "quality attributes" OR "quality properties" OR "quality characteristics" OR "quality features")) 

Date: 25th April 2015. 

Number of Articles Found: 257 

Number of Articles Included in the final list: 12 

Results: This trial was carried according to the process described in Section 3. From the 257 

articles, 3 were duplicates and 34 register of proceedings, hence discarded. The remaining 220 were 

evaluated by four readers following the criteria presented in section 2.4.1. After this review, 20 

candidates articles were kept for full reading and data extraction according to section 2.6 performed 

by one of the readers, and then the articles were equally divided and the extractions revised among 

the other readers for consensus. The remaining 15 articles were to be included in this review, but one 

of them4 was not recovered. After contact with one of the authors an already included paper from the 

same authors was received, for that reason only one was included – and it is presented as article 7 in 

the list of included papers in section 3.2.  

 

 Trial 3: Including “software systems” and “systems of systems” terms 

Process: During Trial 2 execution some articles were found considering “assisted living” systems 

in “systems of systems” and other works relating interoperability evaluation models with “software 

systems”, therefore these terms were included aiming to recover papers that could contribute with the 

research considering this perspective. We do not consider these new terms as synonyms of the initial 

target population (context aware systems), but to extend the range of the research.. The terms were 

submitted separately as population, with intervention and outcome fixed as the string in Trial 2, and 

re-submited the string above to retrieve publications from April to July.  

                                                           
4 Reference: Jimenez, H. and Mavris, D. Assessment of technology integration using technology readiness levels 51st AIAA 

Aerospace Sciences Meeting including the New Horizons Forum and Aerospace Exposition, 2013 – contact in June, 2nd 

2015. 
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Search String: 

TITLE-ABS-KEY(("context aware" OR "event driven" OR "context driven" OR "context 

sensitivity" OR "context sensitive" OR pervasive OR ubiquitous OR "event based" OR "self adaptive" 

OR "self adapt" OR "ambient intelligence" OR "assisted living" OR "agents systems" OR "multiagent 

systems" OR "systems of systems" OR “software systems”) AND (interoperability OR 

interconnection OR interoperation OR interaction OR integration OR exchange) AND ("evaluation 

metric" OR "evaluation method" OR "evaluation model" OR "evaluation process" OR "evaluation 

methodology" OR "evaluation criteria" OR "evaluation approach" OR "evaluation strategy" OR 

"measurement method" OR "measurement model" OR "measurement process" OR "assessment 

method" OR "assessment model" OR "assessment strategy" OR "quality attributes" OR "quality 

properties" OR "quality characteristics" OR "quality features")) 

Date: 14th July 2015. 

Number of Articles Found: 408 

Number of Articles Included in the final list: 16 

Results: The string with only “software systems” in the population presented 116 articles in the 

results, and 21 using “systems of systems”. The re-execution of the string used in Trial 2 recovered 

14 articles. That results in 151 articles, being 8 register of proceedings and 3 studies in duplicity. The 

revision process was followed as presented in section 3, and after data extraction and discussion 5 

articles were include, however one of them5 could not be recovered for full reading even after contact 

with one of the authors. 

 

Revisiting results: Performed after Trial 3 

Process: The terms presented in Trial 3 brought a broader perspective to the review, expanding 

the mindset, hence the need to review past results to mitigate possible articles losses. The changes in 

the perspective were motivated by the results obtained previously, and made with intent to retrieve 

more work that could contribute to the review. Every trial that generated a BibTex file was kept and 

possible to revisit with JabRef.  

Date: 10th September 2015. 

Considered articles: 3 

Number of Articles Included in the final list: 0 

Results: The aim was to improve concepts regarding interoperability, extending the concepts of 

systems and context. We review title and abstract considering 3 possible articles that could add in the 

outcome of this review. After full reading and data extraction, performed by one of the readers, the 

result was revised by other reader and decided not to include them in the final set. 

 

Snowballing: After trials and review a list of all the included articles was made. 

Process: From the included papers we performed snowballing in two forms: backward and 

forward. Backward: one of the readers was responsible to check the references presented in the 

articles and if the title seemed appropriate for the review it was considered. Forward: Using Scopus 

                                                           
5 Reference: Fiebrandt, M. and Wilson, J. System of systems measurement framework in evaluation of joint mission effec-

tiveness U.S. Air Force T and E Days, 2008 – contact in July, 27th 2015. 
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database, one of the readers searched if each article was cited by any other. If so, by reading the title 

and it appears suitable for the review, this new paper was considered.  

Date: September 2015. 

Considered articles: 15 

Number of Articles Included in the final list: 9 (6 backward, 3 forward) 

Results: The articles found in the snowballing were in a list, with title and abstract. This list was 

reviewed by another reader, to include or exclude the article of the final set. This was performed to 

provide adequate coverage to the review. The final list was made after agreement among the 

participants and every paper read and the data extracted. All articles included are listed in section 3.3. 

3.3 Paper Quality Evaluation Results 

In order to weigh the importance of individual studies and better detail the data extracted, the 

selected papers were also evaluated regarding quality. It is important to state that quality in this 

evaluation is related to adequacy, or how much a paper attend the objectives of this research. By 

answering the questions presented in section 2.6 is possible to observe each study with this 

perspective.  

Despite the relevance of every question, question 1 to 6 are specific to interoperability, this review 

topic, therefore more desirable to be answered. Considering a paper that could answer each question 

and applied in at least one setting, the total in the quality evaluation would be 11 points.  

These questions were answered after extracting data presented in section 2.5 Data Extraction. The 

forms were completed for one of the authors and the fields reviewed by the others. After applying 

necessary adjustments, each papers passed through this quality evaluation and the results were joined 

in a table form, presented below. The table is ordered from lowest to highest points.  

As a cut-off point was used the first quartile, calculated in 3 points. This was chosen to keep only 

papers with a score above the cut-point specified. All articles are marked in red in the following table 

did not achieve the score, therefore not considered for the final analysis. 

 

Table 3: Paper quality evaluation regarding the questions presented in section 2.6 Paper Quality 

Evaluation Criteria. 
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1 McBryan2008 0 0 0 0 0 0 0 0 0 1 0 1 

2 
Rodrıguez-

Domınguez2012 
0 0 0 0,5 0 0 0 0 0 1 0 1,5 

3 Queriós2015 0 0 0 0 0 0 0 0 1 1 0 2 

4 Damas 0 0 0 0,5 0 0 0 0 1 1 0 2,5 

5 Reynolds 1 0 0 0,5 0 0 0 0 0 1 0 2,5 
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6 Flores2004 0 1 0 1 0 0 0 0 0 1 0 3 

7 Jimenez2014 1 0 0 0 0 0 0 1 0 1 0 3 

8 Kuziemsky 0 0 1 1 0 0 0 0 0 1 0 3 

9 Memon2014 0 1 1 0,5 0 0 0 0 0 1 0 3,5 

10 Chen2006 0 1 1 1 0 0 0 0 0 1 0 4 

11 Wyatt2012 1 0 1 0 1 0 0 0 0 1 0 4 

12 Vega-Bargas 0 0 0 0,5 1 1 0 1 0 1 0 4,5 

13 Kutvonen2007 1 1 1 1 0 0 0 0 0 1 0 5 

14 Naudet 1 1 0 1 0 0 0 1 0 1 0 5 

15 Kutvonen2013 1 1 1 0,5 0 0 0 1 0 1 0 5,5 

16 Ruokolainen 1 1 1 1 0 0 0 1 0 1 0 6 

17 Sullivan 1 1 1 1 0 0 0 1 0 1 0 6 

18 Tsalgatidou 0 1 1 1 0 0 0 1 1 1 0 6 

19 Álvarez-garcía 0 0 1 0,5 1 1 1 1 0 1 0 6,5 

20 Zutshi 1 0 1 0,5 1 0 1 0 1 1 0 6,5 

21 Chen2008 1 1 1 1 1 1 0 0 0 1 0 7 

22 Rezaei2014 1 1 1 1 1 1 0 0 0 1 0 7 

23 Ullberg 1 0 1 0,5 1 1 0 1 1 1 0 7,5 

24 Fang2004 1 1 1 1 1 1 0 1 1 1 0 9 

25 Madni2014 1 1 1 1 1 1 0 1 1 1 0 9 
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3.4 Final List of Included Papers, in alphabetical order 

1. Álvarez-garcía, J. A. et al. Competitive live evaluations of activity-recognition systems 

IEEE Pervasive Computing, Institute of Electrical and Electronics Engineers Inc., 2015, 

Vol. 14(1), pp. 70-77 

 

2. Chen, D. Enterprise Interoperability Framework. EMOI-INTEROP, 2006 (from snowball-

ing) 

 

3. Chen, D. et al. Architectures for enterprise integration and interoperability: Past, present and 

future. Computers in industry 59.7 2008, 647-659 (from snowballing) 

 

4. Fang, J., Hu, S. and Han, Y. A service interoperability assessment model for service compo-

sition. IEEE International Conference on Services Computing, SCC 2004, 2004, pp. 153-158  

 

5. Kutvonen, L. Enhancing the maturity of open service ecosystems and inter-enterprise col-

laborations Lecture Notes in Business Information Processing, Springer Verlag, 2013, Vol. 

144 LNBIP, pp. 6-21 

 

6. Kutvonen, L., Ruokolainen, T. and Metso, J. Interoperability Middleware for Federated 

Business Services in Web-Pilarcos International Journal of Enterprise Information Sys-

tems, 2007, Vol. 3(1), pp. 1-21  (from snowballing) 

 

7. Madni, A. and Sievers, M. System of systems integration: Key considerations and challenges 

Systems Engineering, 2014, Vol. 17(3), pp. 330-347 

 

8. Memon, M., Wagner, S., Pedersen, C., Aysha Beevi, F. and Hansen, F. Ambient Assisted 

Living healthcare frameworks, platforms, standards, and quality attributes Sensors (Switzer-

land), Molecular Diversity Preservation International, 2014, Vol. 14(3), pp. 4312-4341 
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9. Naudet, Y., Latour, T., Guedria, W. and Chen, D. Towards a systemic formalisation of in-

teroperability Computers in Industry, 2010, Vol. 61(2), pp. 176-185 (from snowballing) 

 

10. Rezaei, R. b., Chiew, T., Lee, S. and Shams Aliee, Z. Interoperability evaluation models: A 

systematic review Computers in Industry, 2014, Vol. 65(1), pp. 1-23 

  

11. Ruokolainen, T. and Kutvonen, L. Interoperability in Service-Based Communities. Business 

Process Management Workshops, 2006, Vol. 68, pp. 317-328 (from snowballing) 

 

12. Sullivan, D. O. and Lewis, D. Semantically Driven Service Interoperability for Pervasive 

Computing. Proceedings of the 3rd ACM international workshop on Data engineering for 

wireless and mobile access., 2003, pp. 17-24 (from snowballing) 

 

13. Tsalgatidou, A., Athanasopoulos G, and Pantazoglou M. Interoperability among Heterogene-

ous services. International Journal of Web Services Research 5.4:110, 2008 (from snowball-

ing) 

 

14. Ullberg, J., Lagerström, R. and Johnson, P. A Framework for Service Interoperability Anal-

ysis using Enterprise Architecture Models. IEEE International Conference on Services Com-

puting, Ieee, 2008, pp. 99-107 (from snowballing) 

 

15. Vega-Barbas, M., Casado-Mansilla, D., Valero, M. a., Lopez-de-Ipina, D., Bravo, J. and 

Florez, F. Smart Spaces and Smart Objects Interoperability Architecture (S3OiA). Sixth In-

ternational Conference on Innovative Mobile and Internet Services in Ubiquitous Computing, 

Ieee, 2012, pp. 725-730 

 

16. Wyatt, E., Griendling, K. and Mavris, D. Addressing interoperability in military systems-of-

systems architectures SysCon 2012 - 2012 IEEE International Systems Conference, Proceed-

ings, 2012, pp. 240-247  

 

17. Zutshi, A., Grilo, A. and Jardim-Goncalves, R. The Business Interoperability Quotient Meas-

urement Model. Computers in Industry, Elsevier B.V., 2012, Vol. 63(5), pp. 389-404 (from 

snowballing) 

3.3 Data Extraction  

All articles included in the final list had relevant data extracted according to the Table 2: 

Information about the extraction fieldsTable 2 in section 2.5 Data Extraction and a qualitative method was 

used to support the analysis undertaken. The forms are presented in Annex 10. 

4. Conclusions 

1) How interoperability is addressed in context-aware systems? 

This question was intentionally designed to be wide; the boundary is context-aware systems, with 

the intention to retrieve as many relevant articles as possible to meet this review goal – 

characterization. Our aim was to focus in interoperability in a broader sense and to understand, based 
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in the technical literature, what is the general researches conception when addressing interoperability 

in this type of system. 

A recurrent perception in the findings is that interoperability can be interchanged with the 

following concepts: connectivity ([11], [20]), integration ([26], [30]) or communication ([19], [23]). 

The work of Madni [21] goes contrary of some interoperability definitions when states that 

interoperability is not only related to communication. Naudet [22] point of view is that 

interoperability represents systems put in relation. When developing systems relation [17], [25] 

understands interoperability as systems cooperating. Fang [29], supported by [35], present the 

definition that best suites this work, interoperability being systems´ ability to cooperate despite 

differences.  

The choice to first observe the authors used definitions was to understand the mindset and 

perspective behind the presented works and proposed solutions. If an author believe that 

interoperability is integration, the efforts and results of his work will be very different from the one 

for whom interoperability is communication. Moreover, the definition provides the foundation for 

any further development. Comprehend this concept in a general perspective is the first step to 

understand and observe it in other punctual situation, as in context-aware systems.  

After setting the general interoperability perspective, one of the challenges in investigating this 

concept in context-aware systems was exactly the term: context. An effort was made to differentiate 

this term in each circumstance. In the works of [18], [20] being context-aware means perceiving the 

business context or users situation and preferences. In these cases interoperability deals with systems 

working together, considering (and removing) the barriers of that interaction, but not considers 

context as defined by Dey [3] and the target of this research. Despite not defining it as in our 

perspective, Chen [17] based on ISO 14258 [36] considers the federated approach, were 

interoperability is stablished on the fly with no prior contract or agreement. This spontaneous 

interoperability considers context switching as it not having a pre-determined infrastructure and have 

to dynamically accommodated and adapt to highly changing environments [36], [37]. 

Rezaei, Chiew, Lee and Aliee [11] and some referenced work ([38], [39]) consider interoperability 

to the use of different representations, different purposes, different contexts, and different approaches. 

This vision refers to the actual different contexts systems are developed and used, but not the 

contextual variation, which can affect the system behavior. 

Gjoreski et al. [28] presents a context-aware system, with activity (lying, sitting, standing, 

walking, bending, cycling on a stationary bike, and falling) recognition and user localization, being 

those the context variables. This case is interesting, because the system behavior acts according to the 

context, but interoperability is only evaluated when setting up the scenario and observed in this initial 

phase when systems are putting into relation to start the recognition testing. 

The papers [27], [29] deal with context awareness as in this work perspective. Context is 

considered an interoperability dimension, ant it refers to any information acquired by a sensor where 

the results can differ depending on different context information. For [27], to achieve interoperability 

in context-aware systems the solution lies on the use of ontologies as presented in the works of [40]–

[42]. The work of Fang, Hu and Han [29] considers context but is very objective when reporting there 

still no solution about how to describe and evaluate it. 

The complexity of this research area is presented in [31] as challenges to achieve true 

interoperability and considers context. Heterogeneity of networks, different connectivity 

requirements in several processor forms (PCs, cellphones, tablets…); poor application portability and 

increasing software platform dependency and structural challenges - as solutions arises, also comes a 

growing number of organizations that need to be involved in achieving the seamless interoperability 
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implied by the ubiquitous computing vision. Their vision is similar to [17], as they state that the key 

for interoperability in context-aware systems cannot rely on prior agreements, but somehow adapt at 

runtime to be interoperable. In their work, once again ontologies come up as a possible problem 

solver. 

Based on principles of Service-oriented Architecture and directed to Internet of Things, Vega-

Barbas et al. [32] introduce an approach providing mechanisms to connect smart objects and considers 

users preferences. Five modules responsible to enable interoperability as it considers context and 

context interpretation compose their architecture. 

From the findings, the answer to this question still is in incipient stage, as little evidence has been 

observed. From the 17 selected papers, only six can provide enough information to build knowledge 

in this area in accordance to our perspective of context-awareness. To answer it in one sentence it is 

clear that after many years, Weiser´s [1] vision is still a vision when regarding to make things interact 

based on their context and despite their differences in an automatic manner. This vision was conceived 

in a world where Internet was premature and different from what we have now, and there is no doubt 

of the evolution in this direction so far. Nevertheless, as far as this reviews shows, interoperability in 

context aware systems is addressed in the initial phase, when composing systems and based in 

previous agreements, while context is punctual information with no much influence in systems 

behavior. 

2) Which interoperability characteristics are used in context aware systems? 

Initially this question aimed to provide a list of interoperability characteristics presented in 

context-aware systems, from what we could distinguish it from other system properties. However, 

from the data retrieved the characteristics gathered are systems characteristics relating to 

interoperability. In other words, if a system has one of these characteristics will be easier to be 

interoperable. We can say that interoperability is at higher level, somehow abstract, not directly 

observed but through its related characteristics. The data was organized in a form and filled with the 

extracted data. Eventually the article was checked to see references or information original context, 

but most of the information was collected only from the data extracted. 

The Study column presents the reference of the paper from which the information was retrieved. 

Presented Characteristic is the systems’ attribute or mechanism, which contributes to achieve 

interoperable systems, according to the authors. In this table we do not consider the application 

domain or the interoperability dimension, because it is addressed in the next question. Theoretical 

Base was included to analyze the characteristic origins, as presented in the paper. If it is proposed in 

the paper is classified as Author Proposal, referring to an original characteristic. In cases where is 

based on previous work by the same or other authors, the reference is provided. We clarify that we 

considered the referenced information presented as correct since all the articles are published, and 

therefore revised. We divided the found characteristics considering an important question, from our 

perspective: The characteristic was evaluated in the paper? The evaluation in works like [11], [25], 

[28] is made in a questionnaire format considering requirements according to the authors’ perspective. 

Other articles propose their own evaluation methods using fuzzy quantization [29] or analytical 

hierarchical process [26], being also considered. We are not interested at this moment in the 

experimental data or rigor of the evaluation, but if the paper provides an assessment of any form of 

the proposed characteristics.  

Table 1. Interoperability Characteristics 

Study Presented Characteristic 

[27] 
1. Share common domain concepts and processes. 

2. Use compatible data structures and architectural styles. 
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3. Interface definition conformance.  

4. Consider the order in which the methods of a service are invoked. 

5. Common understanding between service providers and service consumers. 

6. Conformance between quality requirements. 

[17] 

7. Syntactic and Semantic conformance of information exchanged. 

8. Conformance between architecture & platforms. 

9. Infrastructure.  

10. Define responsibility for task execution. 

11. Define authorization for task execution. 

[18] 

12. Compatibility of skills. 

13. Competencies and knowledge assets. 

14. Identify and compose applications. 

15. Common process. 

16. Solution management. 

17. Workplace interaction. 

18. Common logic. 

19. Clear description of the information requirements that should be inherent to all 

systems that desire to interoperate. 

[19] 

20. Consider the correctness, trustworthiness and quality of the exchanged 

information. 

21. Use unambiguous notations. 

22. Runtime monitoring to maintain information up to date. 

[20] 
23. Consider interoperability in design phase and watch for the ad hoc transitions 

from one phase to another. 

[21] 

24. Specify data formats and communication protocols. 

25. Common information exchange reference model. 

26. Unambiguously exchanged content. 

27. Compatible mechanisms for exchanging, representing, modifying, and updating 

semantic information. 

28. Dynamically modify their information processing approaches and 

representations. 

29. Adherence to standards.  

30. Compatible information processing procedures and algorithms.  

31. Compatible representation and processing of information. 

32. Compatible interface. 

33. Assurance of quality attributes such as reliability, availability, security, privacy. 

34. Compatible concepts, terms, processes, and policies. 

[30] 

35. Automatic connectivity. 

36. Configurations for ready-to-use. 

37. Standardized protocols. 

38. Specified data models. 

[22] 

39. Open and configurable interfaces. 

40. Exist a relation between the systems. 

41. Homogeneous models. 

[23] 

42. Capability of performing a requested action. 

43. Select and configure appropriate middleware services and parameters.  

44. Business rules and policies must be agreed upon. 

45. Syntactic Validation. 
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46. Tightly coupled integration.  

47. Easy software adaptation. 

48. Use of common computing environments. 

49. Use of explicitly shared meta-information, Monitoring of service behavior with 

respect to the contract. 

50. Consider heterogeneity. 

51. Autonomy and dynamism to develop interoperable systems. 

[31] 52. Define application interface functionality 

[24] 

53. Protocol compatibility. 

54. Syntactic compatibility. 

55. Semantic compatibility.  

56. Quality of service description. 

57. Quality of ontology. 

[32] 58. Monitoring changes of state in order to trigger actions within the environment. 

[29] 

59. Syntax consistency.  

60. Consider the order in which the methods of a service are invoked. 

61. Common understanding between service providers and service consumers.  

62. Standards conformance. 

63. Common infrastructure  

[28] 

64. Use of open source solutions.  

65. Availability of libraries for development.  

66. Integration with standard and protocols. 

[11] 

67. Provide enough infrastructure as required for protocols 

68. The messages transferred by communication protocols should possess a well-

defined syntax and encoding 

69. Agreed-upon semantics 

70. Provide information regarding architecture guidance and standards, policies and 

procedures, and doctrine to enable interoperability. 

71. Provide information regarding purpose of system building and functional 

requirements of the system. 

72. Provide information regarding data format (syntax) and its content or meaning 

(semantics). 

73. Requirements in common. 

74. The systems must achieve a common implementation of the standards to be 

interoperable. 

75. Common data format.  

76. Node connectivity. 

77. Adherence to protocols. 

78. Information flow.  

79. Data latency.  

80. Interpretation of the data by the receive and the information utilization. 

[25] 

81. Media and languages.  

82. Environment. 

83. Standards. 

84. Requirements. 

85. Human factors. 

86. Procedures. 

87. Procedures. 
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88. Applications.  

89. Infrastructure. 

90. Data. 

91. Preparation. 

92. Understanding. 

93. Command. 

94. Coordination. 

95. Ethos 

[26] 

96. Data Exchange Tools. 

97. Speed. 

98. Application Interoperability. 

99. Security to securely transmit confidential information and perform secure 

operation. 

Some of the characteristics are presented here as they are presented in the papers, others were 

adapted and some reduced to fit in the table. The 17 articles present 99 characteristics. From the 99, 

35 are original proposed characteristics and 64 present references to support the characteristic. It is 

likely that the characteristics with referenced theoretical base are more reliable. From the total, 43 

characteristics are evaluated in the papers and 56 do not present any assessment. Intuitively we believe 

that the characteristics that were evaluated have more strength as evidenced and as recommendation. 

It would be preferable if all the characteristics provided a reference and an evaluation, however, only 

35 of them are both evaluated and referenced. 

The top five listed characteristics are related to: compatible infrastructure (nine hits), compatible 

data (seven hits), compatible process (six hits), conformance with standards (five hits) and 

conformance with requirements (five hits). From the most listed characteristics we observe the 

importance of technical decisions during systems development. Having interoperable solutions starts 

at the conception phase, when the system is planned and the requirements support designing with 

interoperability in mind. Resolutions in this phase cover decisions regarding the infrastructure and 

the use of standards as well. Having compatible process and data are more complex tasks, but having 

these internal concerns already stablished it eases interoperation with others. This kind of choice 

affects systems in general. Some other characteristics such as security, speed and human factors are 

specific to particular systems. 

We can observe that most of the listed characteristics are not limited only to context-aware 

systems, they can be dealt in systems of any type when interested in interoperability. When 

considering context-awareness the following characteristics are presented: Monitoring changes of 

state in order to trigger actions within the environment, Dynamically modify their information 

processing approaches and representations, Runtime monitoring to maintain information up to date 

and Monitoring of service behavior with respect to the contract. All of these consider context variance 

and modifications at runtime to act according the changes. 

3) How to evaluate interoperability in context aware systems? 

As seen in the first question, the interoperability research in context-aware systems and consequently 

results are still in initial stage. Regarding the second research question, only few characteristics are 

specific to context-aware interested in monitoring at run-time. 

The work of Fang [29] is interesting to consider when dealing with evaluation, as they consider 

quantifiable measure about interoperability will be more attractive and concrete than simple 

judgment, i.e. yes or no. In that matter, they assess the signature level (syntax consistency of service 

description), protocol level (order in which a service expects to be invoked) and semantic level 
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(common understanding of the service’s function) by fuzzy quantization of the interoperability. 

Additionally, quality and context level are considered. The limitation of this work is it focuses on 

service composition and does not provide any experimental study to observe the application of the 

proposal. Despite considering context, this level is not assessed because it is a work in progress. 

A laboratory experiment is presented in [28], focused in Ambient Assisted Living. They 

evaluated eight competing systems in the recognition of seven activities that paint a broad picture of 

an elderly person’s lifestyle and provide the context for smart control of home automation. Fifteen 

percent of the general score was for interoperability, and assessed in a questionnaire form that is not 

presented in the paper. We made contact with one of the authors that kindly sent us the full 

questionnaire where they considered use of API for integrating the systems, available documentation, 

sample application, open source code and use of any well-known application-level protocol.  

Inserted in the SoS domain, Madni and Sievers [21] do not evaluate interoperability but present 

a series of considerations when developing new systems. Based on the cases presented below they 

discuss the difficulties for each one and what to consider to achieve interoperability. Even though it 

is not an assessment it can be used as guidelines for a possible new interoperability model: a) New 

system developed as part of an intentionally designed new SoS; b) New systems are designed to work 

with an existing, intentionally designed SoS; c) New system developed to be part of an existing SoS 

that was not intentionally designed as such; d) An existing system, not intended to be part of any SoS, 

is subsequently required to interoperate with other systems in an existing or new, intentionally 

designed SoS; e) An existing system that is not part of any SoS is required to interoperate with other 

systems in an ad hoc SoS. 

However, an appealing idea to evaluate interoperability in context-aware systems can be to extend 

some of the existing assessment models to consider context variance altering the systems behavior. 

One example presented in [11] is the Layered Interoperability Score [65], useful for non-traditional 

measuring of interoperability. Other option is the Levels of Information Systems Interoperability 

(LISI) model [48], a well-stablished model.  

5. Conclusions 

This protocol was further developed in a Technical Report with the analysis being conducted using 

Grounded Theory with Qualitative Analysis. 
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7. Annex I - Types of Software System Category 

In section 2.6 the “Software Category” extraction data must be filled in with one of these values. 

This classification for Software Systems Category is taken from: R. Pressman, Software engineering: 

a practitioner’s approach. New York: McGraw-Hill Higher Education, 2010. 

 

System software — A collection of programs written to serve other programs. Some system 

software (e.g., compilers, editors, and file management utilities) processes complex, but determinate, 

information structures. Other systems applications (e.g., operating system components, drivers, 

networking software, telecommunications processors) process largely indeterminate data. In either 

case, the systems software area is characterized by heavy interaction with computer hardware; heavy 

usage by multiple users; concurrent operation that requires scheduling, resource sharing, and 

sophisticated process management; complex data structures; and multiple external interfaces. 

Application software — Stand-alone programs that solve a specific business need. Applications 

in this area process business or technical data in a way that facilitates business operations or 

management/technical decision making. In addition to conventional data processing applications, 

application software is used to control business functions in real time (e.g., point-of-sale transaction 

processing, real-time manufacturing process control). 

Engineering/scientific software — It has been characterized by “number crunching” 

algorithms. Applications range from astronomy to volcanology, from automotive stress analysis to 

space shuttle orbital dynamics, and from molecular biology to automated manufacturing. However, 

modern applications within the engineering/scientific area are moving away from conventional 

numerical algorithms. Computer-aided design, system simulation, and other interactive applications 

have begun to take on real-time and even system software characteristics. 

Embedded software — Resides within a product or system and is used to implement and control 

features and functions for the end user and for the system itself. Embedded software can perform 

limited and esoteric functions (e.g., key pad control for a microwave oven) or provide significant 

function and control capability (e.g., digital functions in an automobile such as fuel control, dashboard 

displays, and braking systems). 

http://www.cos.ufrj.br/uploadfiles/es67905.pdf
http://doi.ieeecomputersociety.org/10.1109/ICECCS.2008.30
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Product-line software — Designed to provide a specific capability for use by many different 

customers. Product-line software can focus on a limited and esoteric marketplace (e.g., inventory 

control products) or address mass consumer markets (e.g., word processing, spreadsheets, computer 

graphics, multimedia, entertainment, database management, and personal and business financial 

applications). 

Web applications — Called “WebApps”, this network-centric software category spans a wide 

array of applications. In their simplest form, WebApps can be little more than a set of linked hypertext 

files that present information using text and limited graphics. However, as Web 2.0 emerges, 

WebApps are evolving into sophisticated computing environments that not only provide stand-alone 

features, computing functions, and content to the end user, but also are integrated with corporate 

databases and business applications. 

Artificial intelligence software — Makes use of non-numerical algorithms to solve complex 

problems that are not amenable to computation or straightforward analysis. Applications within this 

area include robotics, expert systems, pattern recognition (image and voice), artificial neural 

networks, theorem proving, and game playing. 

8. Annex II - Types of Experimental Study Taxonomy 

This Annex describes the classification proposed by Kjeldskov, J., & Graham, C. (2003). A 

Review of Mobile HCI Research Methods. In Human-computer interaction with mobile devices and 

services. (pp. 317–335). Doi:10.1007/978-3-540-45233-1_23. 

This section is an aid to normalize classification criteria among researchers. The classification 

to be used for “Type of experimental study” data extraction category (see section Information 

Extraction Strategy) is defined on page 2 of the aforementioned reference. 

Secondary Studies are not in the presented taxonomy, but included as presented in the ESE Wiki6. 

Secondary study aims to identify, evaluate and interpret all relevant results related to a specific 

research issue, a phenomenon or a research question, for example, systemic reviews. 

 

Setting Method name 

(classification) 

Definition 

Natural Setting Case Study A case study is an empirical inquiry that investigates a contemporary 

phenomenon within its real-life context, especially when the 

boundaries between the phenomenon and context are not clearly 

evident 

Field Study A Field Study typically examines data from a variety of projects 

simultaneously. Usually, data is extracted from various sources, and 

for each activity to determine the effectiveness of the phenomenon 

under study. 

Ideally, an external group monitors the phenomenon, while data is 

extracted by those executing the activities. 

                                                           
6 For consistency purposes definitions of each type is taken from the ESEWiki (lens-

ese.cos.ufrj.br/wikiese/index.php/Experimental_Software_Engineering). 

http://lens-ese.cos.ufrj.br/wikiese/index.php/Experimental_Software_Engineering
http://lens-ese.cos.ufrj.br/wikiese/index.php/Experimental_Software_Engineering


CAcTUS 

Context-Awareness Testing for Ubiquitous Systems 

 

 

 

Action Research Empirical method that aims to solve real world problems, while 

simultaneously studying the experience to solve a given problem. 

Artificial 

Setting 

Laboratory 

Experiment 

(in ESE Wiki, Laboratory Study) 

Laboratory Experiments are characterized by taking place in a 

controlled environment created for the purpose of research. Thus 

laboratory experiments do not necessarily have to take place in 

dedicated “laboratories” as such but can be conducted in various 

controlled environments. 

If the experiment from the point of view of control has few subjects, 

it must be categorized as Case Study [Wohlin, M. Höst, P. Runeson, 

M. C. Ohlsson, B. Regnell, and A. Wesslén, Experimentation in 

software engineering: an introduction. Norwell, Massachusetts: 

KluwerAcademicPublishers, 2000] 

Environment 

independent 

setting 

Survey research A comprehensive research method for collecting information to 

describe, compare or explain knowledge, attitudes and behavior. A 

survey is often investigations performed in retrospect, when, for 

example, a tool or technique, has been in use for a while. 

Applied 

Research 

Builds on trial and error on the basis of the researchers capabilities of 

reasoning through intuition, experience, deduction and induction. 

Typically the desired goal or outcome of the research process is 

known in terms of requirements on some level of abstraction, but 

methods or techniques for accomplishing this outcome are unknown 

and thus sought through applying potentially relevant research. 

Basic Research Doing basic research, researchers develop new theories or study well-

known problems to which neither specific solutions nor methods for 

accomplishing solutions are known 

Normative 

Writing 

This category is used to include non-research writings about a 

phenomenon. It covers aspects like concept development, ideas and 

suggestions. 

9. Appendix A – List of considered reviews researched in 

Google Scholar  

1. Klein, John, and Hans van Vliet. A systematic review of system-of-systems architecture 

research. Proceedings of the 9th international ACM Sigsoft conference on Quality of 

software architectures. ACM, 2013.  

 

2. Asuncion, Camlon H., and Marten J. Van Sinderen. Pragmatic interoperability: A systematic 

review of published definitions. Enterprise Architecture, Integration and Interoperability. 

Springer Berlin Heidelberg, 2010. 164-175.  

 

3. Giachetti, Giovanni, Francisco Valverde, and Beatriz Marín. Interoperability for model-

driven development: Current state and future challenges. Research Challenges in Information 

Science (RCIS), 2012 Sixth International Conference on. IEEE, 2012.  
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10. Appendix B – Individual extraction table of included 

papers 

Field Description 

Reference 

information 

Álvarez-garcía, J. A. et al. Competitive live evaluations of activity-recognition systems IEEE 

Pervasive Computing, Institute of Electrical and Electronics Engineers Inc., 2015, Vol. 

14(1), pp. 

 

Abstract 

As a step toward a much-needed set of standard evaluation methods for activity recognition, 

the annual Evaluating Ambient Assisted Living Systems through Competitive 

Benchmarking−Activity Recognition (EvAAL-AR) competition tests AR systems in a live 

scenario using standard criteria that attempt to capture both accuracy and practical usability. 

Interoperability 

definition 

- 

Interoperability 

dimension 

- 

Interoperability 

type 

Interoperability with Ambient Assisted Living systems 

Interoperability 

attribute and 

theoretical basis 

Use of open source solutions, availability of libraries for development, and integration with 

standard protocols. 

Evaluated 

interoperability 

attribute 

Use of open source solutions, availability of libraries for development, and integration with 

standard protocols. 

Interoperability 

measures or 

method 

Questionnaire 

 

Do you provide any API for integrating your system into others? Do you provide any written 

documentation for this API?  

Any code documentation (like javadoc)?  

Any tutorial?  

Any sample application ?  

Do you publish your code as open source?  

Do you use any well-known application-level protocol which would allow an external 

system to plug into the system without requiring any further specification about the protocol? 

(e.g. SOAP, XML-RPC, DPWS, BUT NOT TCP/IP, Ethernet) 

Pre-existent 

approach 

“The original EvAAL competition was conceived in 2010 as a main objective of the univer-

sAAL project (http://universaal.org/index.php/en).” 

Conditions or 

Restrictions 

- 

Software systems 

category 

Application Software 
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Development 

target 

Health Care - Ambient Assisted Living 

Type of 

experimental study 

Laboratory experiment 

Experimental 

study data 

The competing systems had to recognize seven common activities: lying, sitting, standing, 

walking, bending, cycling on a stationary bike, and falling. Together with user localization 

(which the other EvAAL track tackled), these activities provide the context for smart control 

of home automation and paint a broad picture of an elderly person’s lifestyle, including the 

very important level of physical activity. Falling was included because it is the main cause 

of injury among the elderly, while cycling is a recommended type of exercise for older peo-

ple (see Figure 1c). All seven activities were included in a five-minute scenario performed 

by an actor. The scenario represented a simulation of a part of an elderly person’s day (watch-

ing TV, working in the kitchen, bathroom activities, and sleeping) and was repeated twice; 

the better run by each competitor counted toward the final score. To achieve approximately 

the same ground truth for all competitors, the actor received audio cues that signaled which 

activity she should perform three seconds in advance, giving her time to prepare for it. An 

evaluator who followed the actor refined the ground truth by using a customized smartphone 

app to mark the precise time-stamp of each activity. 

 

 

 

Field Description 

Reference 

information 

Chen, D. Enterprise Interoperability Framework. EMOI-INTEROP, 2006 

Abstract 

This paper aims at presenting an enterprise interoperability framework elaborated within the 

frame of INTEROP Network of Excellence. The purpose of the framework is to identify the 

basic dimensions regarding to enterprise interoperability and to define its research domain 

as well as to identify and structure the knowledge of the domain. 

Interoperability 

definition 

- 

Interoperability 

dimension 

Three categories of barriers (conceptual, technological and organizational) are identified as 

follows:  

Conceptual barriers: They are concerned with the syntactic and semantic differences of 

information to be exchanged. These problems concern the modelling at the high level of 

abstraction (such as for example the enterprise models of a company) as well as the level of 

the programming (for example XML models). 

Technological barriers: These barriers refer to the incompatibility of information 

technologies (architecture & platforms, infrastructure…). These problems concern the 

standards to present, store, exchange, process and communicate the data through the use of 

computers.  

Organizational barriers: They relate to the definition of responsibility (who is responsible 

for what?) and authority (who is authorized to do what?) as well as the incompatibility of 

organization structures (matrix vs. hierarchical ones for example). 

Interoperability 

type 

Enterprise interoperability 
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Interoperability 

attribute and 

theoretical basis 

The interoperability of data: It refers to make work together different data models and query 

languages. The interoperability of data is to find and share information from heterogeneous 

bases, and which can reside on different machines with different operating systems and data 

bases management systems.  

The Interoperability of services: It is concerned with identifying, composing and making 

function together various applications (designed and implemented independently). The term 

`service' is not limited to the computer based applications; but also functions of companies 

and networked enterprises.  

The interoperability of processes: It aims to make various processes work together: a process 

defines the sequence of the services (functions) according to some specific needs of a 

company. In a networked enterprise, it is also necessary to study how to connect internal 

processes of two companies to create a common process.  

The interoperability of business: It refers to work in a harmonize way at the level of 

organization and company in spite of for example, the different modes of decision-making, 

methods of work, legislations, culture of the company and commercial approaches etc. so 

that business can be developed between companies. 

 

According to ISO 14258 (1999), there are three basic ways to relate entities (systems) 

together to establish interoperations:  

Integrated approach: there exists a common format for all models. This format must be as 

detail as models. The common format is not necessarily a standard but must be agreed by all 

parties to elaborate models and build systems.  

Unified approach: there exists a common format but only at a meta-level. This meta-

model is not an executable entity as it is in the integrated approach but provides a mean for 

semantic equivalence to allow mapping between models.  

Federated approach: there is no common format. To establish interoperability, par-ties must 

accommodate on the fly. Using federated approach implies that no partner imposes their 

models, languages and methods of work. This means that they must share an ontology. 

Evaluated 

interoperability 

attribute 

- 

Interoperability 

measures or 

method 

- 

Pre-existent 

approach 

- 

Conditions or 

Restrictions 

- 

Software systems 

category 

- 

Development 

target 

Enterprise architecture 

Type of 

experimental study 

Normative writing 

Experimental 

study data 

- 
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Field Description 

Reference 

information 

Chen, D. et al. Architectures for enterprise integration and interoperability: Past, present 

and future. Computers in industry 59.7 2008, 647-659. 

Abstract 

The paper defines and clarifies basic concepts of enterprise architectures. Then an overview 

on architectures for enterprise integration developed since the middle of the 1980s is 

presented. The main part of the paper focuses on the recent developments on architectures 

for enterprise interoperability. The main initiatives and existing works are presented. Future 

trends and some research issues are discussed and conclusions are given at the end of the 

paper. 

Interoperability 

definition 

Enterprise integration is the process of ensuring the interaction between enterprise entities 

necessary to achieve domain objectives [2]. Enterprise integration can be approached in 

various manners and at various levels [3], for example: (i) physical integration 

(interconnection of devices, NC machines... via computer networks), (ii) application 

integration (integration of software applications and database systems) and (iii) business 

integration (co-ordination of functions that manage, control and monitor business 

processes). Some other approaches also consider: (1) integration through enterprise 

modeling (for example through the use of a consistent modeling framework) [4] and (2) 

integration as a methodological approach to achieve consistent enterprise-wide decision-

making [5]. 

 

Definitions on interoperability have been reviewed in [6, 7]. Interoperability is the ability 

for two systems to understand one another and to use functionality of one another. The word 

‘‘inter-operate’’ implies that one system performs an operation for another system. From the 

computer technology point of view, it is the faculty for two heterogeneous computer systems 

to function jointly and to give access to their resources in a reciprocal way. In the context of 

networked enterprises, interoperability refers to the ability of interactions (exchange of 

information and services) between enterprise systems. Interoperability is considered as 

significant if the interactions can take place at least on three different levels: data, services 

and processes, with a semantics defined in a given business context [8]. 

Interoperability 

dimension 

For Athenas: 

Interoperability at knowledge level should be seen as the compatibility of the skills, 

competencies and knowledge assets of an enterprise with those of other enterprises  

Interoperability at ICT systems level should be seen as the ability of an enterprise’s ICT 

systems to cooperate with those of other external organizations. It is concerned with the 

usage of ICT to provide interoperation between enterprise resources (i.e. software, machines 

and humans) 

 

For NoE: 

The interoperability of data: It refers to make different data models and query languages 

working together. The interoperability of data deals with finding and sharing information 

from heterogeneous data sources, and which can reside on different machines under different 

operating systems and data base management systems. 

The interoperability of services: It is concerned with identifying, composing and making 

various applications function together 

(Designed and implemented independently). The term ‘service’ is not limited to the 

computer based applications; but also functions of companies and networked enterprises. 
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The interoperability of processes: The aim is to make various business processes work 

together: a process defines the sequence of the services (functions) according to some 

specific needs of a company. In a networked enterprise, it is also necessary to study how to 

connect internal processes of two companies to create a common process. 

The interoperability of business: It refers to working in a harmonized way at the level of 

organization and company in spite of, for example, the different modes of decision-making, 

methods of work, legislations, culture of the company or commercial approaches so that 

business can be developed between companies. 

Interoperability 

type 

Enterprise interoperability: addressing process, organization and business issues 

 

For Athenas: 

Business: Interoperability at this level should be seen as the organizational and operational 

ability of an enterprise to factually cooperate with other enterprises 

 

For E-health: 

Organizational interoperability creates cohesion amongst approaches to governance, 

finance, legislation and business processes. 

Information interoperability owns the family of information building blocks from basic data 

type elements through to terminologies 

Technical interoperability combines all aspects of standards along with the broad 

architectural approach linking e-health services and information. 

Interoperability 

attribute and 

theoretical basis 

Interoperability at knowledge level should be seen as the compatibility of the skills, 

competencies and knowledge assets of an enterprise with those of other enterprises. This 

layer addresses the methods and tools that support the elicitation, gathering, organization 

and diffusion of business knowledge within an enterprise. The Knowledge layer includes 

several models. The organizational model can define the roles within – for example – the 

internal organization, the value chain, a network of enterprises or a constellation. A skills-

competency model defines the capability of an organization and of its employees to perform 

a certain job under certain working conditions. Enterprise’s knowledge assets are the capital 

of the organization formalized in terms of procedures, norms, rules and references. 

 

In the business layer, all issues related to the organization and the management of an 

enterprise are addressed. Amongst others, they include the way an enterprise is organized, 

how it operates to produce value, how it manages its relationships (internally with its 

personnel and externally with partners, customers and suppliers). 

 

The ICT systems layer is concerned with the ICT solutions that allow an enterprise to 

operate, make decisions, exchange information within and outside its boundaries. The 

overall execution of the enterprise application will be orchestrated by the business process 

model identified in the top layer and formally (i.e. unambiguously) represented and stored 

in the middle (knowledge) layer. The ICT layer includes various areas such as solution 

management, workplace interaction, application logic, process logic and data logic. Solution 

management is about the tools and procedures required to administer an enterprise system. 

This includes role and policy management, monitoring and simulation tools. 

 

Compared to other interoperability frameworks, the INTEROP framework provides three 

explicitly defined interoperability dimensions (interoperability barriers, interoperability 

concerns and interoperability approaches) to allow defining interoperability research do-

main. Incompatibility is the fundamental concept used in defining the scope of interopera-

bility domain. It is the obstacle to establish seamless interoperation. The concept ‘incompat-

ibility’ has a broad sense and is not only limited to ‘technical’ aspect as usually considered 
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in software engineering, but also ‘information’ and ‘organization’ and concerns all levels of 

the enterprise. Another fundamental consideration is the generic characteristic of the interop-

erability research. Indeed, there are generic problems and solutions regardless of the content 

of information exchanged between two systems. Concerning the future work on the interop-

erability framework, it is still necessary to better define the enterprise interoperability related 

concepts. Formal statements of interoperability domain and interoperability domain ontol-

ogy are needed. 

 

Although SOA is providing the framework for integrated cross-company services or tech-

nical interoperability, it does not address the semantic interoperability problem. One future 

challenge is to develop Service-Oriented Architectures adopting a federated approach, i.e. 

allowing interoperability of services ‘on the fly’ through dynamic accommodation and ad-

aptation. 

 

Past and recent developments show that there are actually two main research communities 

active in developing enterprise architectures from two different perspectives: information 

technology (IT) and enterprise modeling. The main problems raised are concerned with the 

different semantics and languages used. It is necessary to continue the effort of 

harmonization. This requires establishing collaboration between enterprise modeling 

communities developing business-oriented architectures and software engineering people 

working on the IT-oriented ones. 

Evaluated 

interoperability 

attribute 

- 

Interoperability 

measures or 

method 

LISI - In the field of enterprise interoperability, it is worth noting the first significant 

initiative: the LISI (levels of information systems interoperability) approach developed by 

C4ISR Architecture Working Group (AWG) during 1997. The purpose of LISI is to provide 

the US Department of Defense (DoD) with a maturity model and a process for determining 

joint interoperability needs, assessing the ability of the information systems to meet those 

needs, and selecting pragmatic solutions and a transition path for achieving higher states of 

capability and interoperability [29]. A critical element of interoperability assurance is a clear 

prescription of the common suite of requisite capabilities that must be inherent to all 

information systems that desire to interoperate at a selected level of sophistication. Each 

level’s prescription of capabilities must cover all four enabling attributes of interoperability 

known as PAID (see Fig. 3), namely: procedures, applications, infrastructure (hardware, 

communications, security and system services) and data. 

 

The IDEAS interoperability framework (see Fig. 4) was developed by IDEAS project on the 

basis of ECMA/NIST Toaster Model, ISO 19101, ISO 19119 and augmented through the 

quality attributes [32]. The framework also intended to reflect the view that ‘‘Interoperability 

is achieved on multiple levels: interenterprise coordination, business process integration, 

semantic application integration, syntactical application integration and physical 

integration’’. Quality attributes is a supplementary dimension of the framework. Business 

considerations determine qualities that must be accommodated in a system. These qualities 

are over and above that of functionality, which is the basic statement of the system’s 

capabilities, services and behaviors. The considered attributes are: (1) security (data storage, 

transfer etc.); (2) scalability; (3) portability (both data and applications); (4) performance; 

(5) availability and (6) evolution. It must be underlined that the achievement of any quality 

attribute will have an effect, sometimes positive and sometimes negative, on the achievement 

of other quality attributes [32]. 
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The ATHENA interoperability framework (AIF) [34] is structured into three levels and 

based on sources of results and usage of the framework (see Fig. 5). The Conceptual level is 

used for identification of research requirements and integrates research results of ATHENA 

R&D projects. The Applicative level integrates experience from R&D projects and 

technology testing in the pilot sites and is used for transfer of knowledge regarding 

application of integration technologies. The Technical level is used for technology testing 

based on profiles and integrates prototypes of R&D projects. 

 

The E-health interoperability framework [36] was developed by NEHTA (National E-

Health Transition Authority) initiatives in Australia. The broad nature of an Interoperability 

Framework brings together organizational, information and technical aspects relating to the 

delivery of interoperability across health organizations (see Fig. 7). This breakdown of 

viewpoints has been adopted by AGIMO’s AGTIF and the European Interoperability 

Framework. It is also compatible with other approaches such as eGIF.  

 

This European Interoperability Framework is defined as the overarching set of policies, 

standards and guidelines, which describe the way in which organizations have agreed, or 

should agree, to do business with each other. An Interoperability Framework is, therefore, 

not a static document and may have to be adapted over time as technologies, standards and 

administrative requirements change... EIF provides recommendations and defines generic 

standards with regard to organizational, semantic and technical aspects of interoperability 

Pre-existent 

approach 

Chen, D. Enterprise Interoperability Framework. EMOI-INTEROP, 2006. 

Conditions or 

Restrictions 

- 

Software systems 

category 

- 

Development 

target 

Enterprise Architecture 

Type of 

experimental study 

Normative writing 

Experimental 

study data 

- 

 

 

 

Field Description 

Reference 

information 

Fang, J., Hu, S. and Han, Y. A service interoperability assessment model for service 

composition. IEEE International Conference on Services Computing, SCC 2004, 2004, pp. 

153-158. 

Abstract 

This paper presents an assessment model of service interoperability for service composition, 

which helps users to judge whether their composite services can be invoked properly. The 

model provides a clean and easy way to evaluate interoperability between autonomous 

services in open and large-scale distributed environments. This paper first summarizes and 
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analyzes different levels of service interoperability, then proposes a multifactor decision 

model to assess interoperability, and finally discusses some patterns to use the model. 

Interoperability 

definition 

According to Wegner’s definition [1], interoperability is the “ability of two or more software 

components to cooperate despite differences in language, interface, and execution platform”. 

Interoperability 

dimension 

The paper says that interoperability is usually sub-classified in: interoperability level - 

Interoperability is usually sub-classified to signature level, protocol level and semantic 

level [3]. Paper [4] thinks that a new interoperability level, the quality level, should be 

distinguished. Thomas [8] introduced a new context level in Ubiquitous Computing 

Environments. 

 

Signature level - This level includes the syntax consistency of service description, 

registration and invocation. 

 

Protocol level - Interoperability on the protocol level means the relative order in which a 

service expects its operations to be invoked, or in which it calls other services’ operations. 

 

Semantic level - Semantic interoperability problem lies in the different understanding of the 

service semantic between service providers and service requestors. 

 

Quality level - If quality constraints are not satisfied, the service is not suitable to be 

executed, even that the interoperability is satisfied in the three levels referred above. 

 

Context level - Context information refers to any information acquired by a sensor (e.g. 

position, time, temperature, speed, etc). Obviously, a service may deliver different results 

depending on different context information. 

Interoperability 

type 

Web Services rely on some simple, yet extensible standards and protocols [5, 6] - WSDL, 

SOAP, UDDI, and so on. The characteristics such as self-described, standard-based and http 

binding will make web services easier to resolve basic interoperability problems including 

platform heterogeneity, program language heterogeneity, operating system heterogeneity, 

etc. Service composition will facilitate the construction of integration applications or one-

stop service applications by assembling loose-coupled services. Web services are autonomic 

and self-evaluative in the open Internet environment, which makes it impossible to gain cen-

tralized control over their relationships with each other when they are designed or published. 

Interoperability 

attribute and 

theoretical basis 

Signature level - This level includes the syntax consistency of service 

description, registration and invocation.  

 

The tools to realize web services standards may cause interoperability problems because 

different developers have different explanation on these standards and standards often have 

some open points to be freely extended.  

 

Interoperability on the protocol level means the relative order in which a service expects 

its operations to be invoked, or in which it calls other services’ operations. If the relative 

order is not given, some mistakes will arise when two services interact. 

 

Semantic interoperability problem lies in the different understanding of the service se-

mantic between service providers and service requestors. The same problem can bring quite 

divergent views because of users’ knowledge context. Semantic Web is considered to be an 

effort to fulfill the requirement of this level. 
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If quality constraints are not satisfied, the service is not suitable to be executed, even that 

the interoperability is satisfied in the three levels referred above.  

 

Context is another level when talking about service interoperability, especially in ubiquitous 

computing environments... Context information refers to any information acquired by a 

sensor (e.g. position, time, temperature, speed, etc.). Obviously, a service may deliver dif-

ferent results depending on different context information. For example, the result of a service 

may satisfy user’s 

Evaluated 

interoperability 

attribute 

The proposed evaluation is for calculating the interoperability degree, regarding the 

interoperability levels. 

Interoperability 

measures or 

method 

In the following, we give a reference assessment model of service interoperability by fuzzy 

quantization of the interoperability. The evaluated value is intuitionistic for users to judge 

the interoperability between two services. As shown in section 2, there are several levels to 

explain service interoperability. The whole service interoperability can be seen as a decision-

making problem of multiple factors (e.g., syntax, semantics, etc.). The most popular ap-

proach to multifactor decision problems is the weighted sum method. 

 

Definition 1. Given two services s1 and s2, interoperability assessment problem is a multi-

factor decision problem if the services need compatible in 

multiple levels (syntax, semantics, quality and context), noted as x ={s1->s2} 

Definition 2. The assessment function of service 

interoperability is:  

 
 

where 

(1) x is the meaning defined in definition 1. 

. 

 

Signature Interoperability 
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Semantic interoperability 

 

 
 

 

Quality interoperability 

 
 

 

Pre-existent 

approach 

“Since 2002 we have worked on a service composition project called FLAME2008 [7],” 

Conditions or 

Restrictions 

“As our research is in an early stage, we just calculate the interoperability between two ser-

vices. Multiple services’ interoperability is our future work.” 

Software systems 

category 

Application software - Service based systems 

Development 

target 

Web Services 
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Type of 

experimental study 

Basic research 

Experimental 

study data 

- 

 

 

 

Field Description 

Reference 

information 

Kutvonen, L. Enhancing the maturity of open service ecosystems and inter-enterprise 

collaborations Lecture Notes in Business Information Processing, Springer Verlag, 2013, 

Vol. 144 LNBIP, pp. 6-21 

Abstract 

The present business era is labeled by collaborations across enterprise boundaries and by 

utilization of service-based computing. Pervasive computing utilities are created to match 

the basic business activities, such as contracting and breach management, adaptation of 

innovative business models, and collaboration management. Categories of computer assisted 

breeding environments and automated service collaboration management ecosystems have 

been developed to address these needs. However, a maturity framework is required for 

comparing solutions and indicating gaps in systems development and standardization, and 

for adoption of a sufficient set of multidisciplinary research and evaluation methodologies. 

This paper first introduces steps towards a maturity model, focusing on features that 

contribute to the correctness of collaborations and scalability of the ecosystem. Second, it 

introduces the choices made in Pilarcos ecosystem. Finally, it discusses the need for 

standards and maturity models on this domain, and raises issues on the research 

methodologies required. 

Interoperability 

definition 

We define interoperability, i.e. the capability to collaborate, as the effective capability to 

mutually communicate information in order to exchange proposals, requests, results, and 

commitments. 

Interoperability 

dimension 

Technical interoperability is concerned with connectivity between the computational 

services, allowing messages to be transported from one application to another... 

 

Semantic interoperability means that the message content becomes understood in the same 

way by senders and receivers, both in terms of information representation and messaging 

sequences. 

 

Pragmatic interoperability captures the willingness of partners to perform the collaborative 

actions. This willingness to participate refers both to the capability of performing a requested 

action, and to policies dictating whether it is preferable for the enterprise to allow that action 

to take place. 

 

Due to parallel work, the definition also deviates from the term conceptual interoperability 

that is split into integrability (technical and syntactic), interoperability (semantic, prag-

matic) and composability (dynamic, conceptual). Our definition captures the same levels 

but places composability as a goal of pragmatic interoperability. 

Interoperability 

type 

Enterprise interoperability solutions are likely to be run by human decision-makers, 

because the aim is to address unexpected, new business opportunities that require very close 

planning and implementation phases to become profitable.  
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Service interoperability solutions are likely to be allowed to run automatically, addressing 

new, but expected business cases for which a sufficient amount of software modules are 

available for runtime composition in a self-administrative manner 

Interoperability 

attribute and 

theoretical basis 

For a mature ecosystem model, we require these related concepts in different viewpoints be 

bound together in the lifecycle models. Connectivity should be defined for main concepts, 

such as contract, business service, breach recovery processes, and NFP (nonfunctional 

property) frameworks, just to name a few. In a mature ecosystem, the connectivity is 

managed by metainformation governance, and can be evolved as needed at the ecosystem 

level. These connections are mostly missed when projects focus on one viewpoint only, but 

the consequences are serious: Interoperability and correctness failures are often caused by 

ad hoc transitions from one phase to another. 

Evaluated 

interoperability 

attribute 

- 

Interoperability 

measures or 

method 

- 

Pre-existent 

approach 

Kutvonen, L., Ruokolainen, T. and Metso, J. Interoperability Middleware for Federated 

Business Services in Web-Pilarcos International Journal of Enterprise Information Sys-

tems, 2007, Vol. 3(1), pp. 1-21 

Conditions or 

Restrictions 

- 

Software systems 

category 

- 

Development 

target 

Open Service Ecosystems 

Type of 

experimental study 

Normative writing 

Experimental 

study data 

- 

 

 

 

Field  Description 

Reference 

information 

Kutvonen, L., Ruokolainen, T. and Metso, J. Interoperability Middleware for Federated 

Business Services in Web-Pilarcos International Journal of Enterprise Information 

Systems, 2007, Vol. 3(1), pp. 1-21. 

Abstract 

The present business era is labeled by collaborations across enterprise boundaries and by 

utilization of service-based computing. Pervasive computing utilities are created to match 

the basic business activities, such as contracting and breach management, adaptation of 
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innovative business models, and collaboration management. Categories of computer assisted 

breeding environments and automated service collaboration management ecosystems have 

been developed to address these needs. However, a maturity framework is required for 

comparing solutions and indicating gaps in systems development and standardization, and 

for adoption of a sufficient set of multidisciplinary research and evaluation methodologies. 

This paper first introduces steps towards a maturity model, focusing on features that 

contribute to the correctness of collaborations and scalability of the ecosystem. Second, it 

introduces the choices made in Pilarcos ecosystem. Finally, it discusses the need for 

standards and maturity models on this domain, and raises issues on the research 

methodologies required. 

Interoperability 

definition 

We define interoperability, i.e. the capability to collaborate, as the effective capability to 

mutually communicate information in order to exchange proposals, requests, results, and 

commitments. 

 

Interoperability is a functionality provided by the middleware services, a transparent aspect 

for application-level services. Interoperability checking takes place when establishing a 

community, or entering a new service into an existing community. The applications 

themselves need only to concentrate on the local business logic, implemented on their local 

computing platform. Collaboration and eCommunity membership aspects together with 

pragmatic process awareness, however, require application-level concepts and service 

Interoperability 

dimension 

Then he gives tree types of interoperability: 

Technical interoperability is concerned with connectivity between the computational 

services, allowing messages to be transported from one application to another... 

Semantic interoperability means that the message content becomes understood in the same 

way by senders and receivers, both in terms of information representation and messaging 

sequences. 

Pragmatic interoperability captures the willingness of partners to perform the 

collaborative actions. This willingness to participate refers both to the capability of 

performing a requested action, and to policies dictating whether it is preferable for the 

enterprise to allow that action to take place. 

Interoperability 

type 

In the introduction they talk about: 

Enterprise interoperability solutions are likely to be run by human decision-makers, 

because the aim is to address unexpected, new business opportunities that require very close 

planning and implementation phases to become profitable.  

Service interoperability solutions are likely to be allowed to run automatically, addressing 

new, but expected business cases for which a sufficient amount of software modules are 

available for runtime composition in a self-administrative manner 

 

Due to parallel work, the definition also deviates from the term conceptual interoperability 

that is split into integrability (technical and syntactic), interoperability (semantic, 

pragmatic) and composability (dynamic, conceptual). Our definition captures the same 

levels but places composability as a goal of pragmatic interoperability. 

 

Behavioral interoperability is considered in the extent of verifying that service offers and 

role requirements for service behavior match. We even do not seek to completely prove that 

an eCommunity behaves correctly, as this would need verification of behaviors between 

every possible participant in an eCommunity during its establishment process. 

Interoperability 

attribute and 

The service type repository is used for holding such relationships between models and the 

transformation information associated. The actual adapters are produced in a separate 
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theoretical basis process starting from the service type descriptions (Kutvonen, 2004b). For configuring a 

communication channel between peers so that the information exchange becomes 

understood correctly and there is no known deadlock in the sequence of message exchanges. 

The adapters can address modifications at multiple levels of interoperability, such as data 

representation modifications, and changing the communication pattern (for example, 

splitting a request of a task to a set of requests for subtasks from the peer). 

 

The service interoperability and correct operation of the community assumes that the meta-

level information on BNMs, service types, and service offers is correct. Therefore, we and it 

necessary to collect the meta-information into repositories, where the trustworthiness of 

the information source can be controlled, and the quality of the information can be 

validated by the repository management actions. These aspects must be weaved into the tasks 

involved with eCommunity establishment, such as service publication or discovery (Lea 

Viljanen & Kutvonen, 2004; Kutvonen, 1998). 

 

Interoperability problems in software systems stem mainly from components' implicit and 

incorrect assumptions about behavior of their surrounding environment (Garlan, Allen, & 

Ockerbloom, 1995). Every aspect of service and eCommunity functionality must be made 

explicit using unambiguous notations. Concepts of compatibility and substitutability are 

key issues in integration of autonomous services into communities; descriptions of services 

and communities must be founded on formal basis 

 

During runtime, however, participants of an eCommunity may behave incorrectly due to 

outdated service descriptions, changed business policies or technical problems. To 

overcome, or at least identify, interoperability problems during operation of communities we 

have adopted an approach based on runtime monitoring of eCommunity contracts. 

 

Conditions for an interoperable eCommunity are fulfilled by three solutions. First, the use 

of a verified BNM as a basic structuring rule for the eCommunity; the various business 

process models intertwined into the network model can be verified to be for example 

deadlock free and complete by traditional protocol verification tools. Second, the use of 

constraint matching for accepting service offers to fulfill roles in the BNM. And third, the 

augmentation of the constraint matching process by the interference of further constraints 

arising from the selected offers for neighbor roles. 

 

Relevant issues in role related constraints cover interface syntax with behavior descriptions, 

syntax of documents to be exchanged, semantical aspects of control and information flows, 

and nonfunctional aspects like trust and business policies that further restrict the behavior. 

 

Monitoring interoperability during e-community lifetime requires sensors and guards at each 

communication channel end. We assume an abstract communication infrastructure with 

selectable transparencies and support for non-functional aspects. From the service 

specifications, it is known what traffic should be seen and in which order; in principle the 

rules can be extended to view the acceptability of contents structures and making trust 

related decisions. 

Evaluated 

interoperability 

attribute 

Collection of partner information 

i) Suitability to predefined collaboration structures information available? Collaborations 

evolvable or fixed? 

 ii) Kind of semantic interoperability support? Does the available information in the 

ecosystem level databases suffice for interoperability testing? 

iii) Matching of services to collaboration structure is supported by an ontology or type 

system?  
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iv) Is there any reputation information associated? Are the services trustworthy, traceable, 

attributed on their quality? Is the partner/service repository impartial? 

Partner discovery process 

Directed for browsing or automated matching, discovery by demand? Client-server or 

multiparty search with aim to contracting? 

Quick temporal partner selection or forming strategic networks?  

Private agent or third party or distributed?  

Considers interoperability and NFPs? 

Interoperability 

measures or 

method 

- 

Pre-existent 

approach 

- 

Conditions or 

Restrictions 

- 

Software systems 

category 

- 

Development 

target 

Business domain - Open Service Ecosystems 

Type of 

experimental study 

Normative writing 

Experimental 

study data 

- 

 

 

 

Field  Description 

Reference 

information 

Madni, A. and Sievers, M. System of systems integration: Key considerations and challenges 

Systems Engineering, 2014, Vol. 17(3), pp. 330-347. 

Abstract 

As systems are called on to participate on demand within system-of-systems (SoS), system-

of-systems integration (SoSI) has become a key concern. This capability is especially 

important in defense and aerospace where systems are increasingly required to interoperate 

on demand to satisfy mission requirements. SoSI is also becoming increasingly important in 

healthcare and energy domains. SoSI involves interfacing and enabling the interactions of 

component systems to create the needed SoS capability to accomplish mission or business 

goals. SoSI, which is part of the overall SoS development life cycle, increases in complexity 

when there are legacy systems that need to be integrated, and when humans are tasked to 

perform in various capacities within the SoS. An added layer of complexity is introduced 

when the SoS has to exhibit certain quality attributes such as adaptability and resilience in 

the face of contingencies and disruptions in the operational environment. This paper 

addresses key considerations and challenges in SoSI. 
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Interoperability 

definition 

Interoperability is the ability of distinct systems to share semantically compatible 

information and then process and manage the information in semantically compatible ways, 

enabling users to perform desired tasks [Madni and Sievers, 2013; Zeigler and Mittal, 2008]. 

 

Interoperability is a crosscutting concern that is beyond the scope of a single system 

development effort, or organization [Naudet et al., 2010]. 

For a SoS, interoperability often serves as a surrogate for integration when independently 

developed, stand-alone systems are combined to provide a new capability in a SoS. 

Interoperability 

Dimension 

Syntactic interoperability is the ability of two or more systems to communicate and 

exchange data. In this case, specified data formats and communication protocols are key. 

Standards such as Extensible Markup Language (XML) and Structured Query Language 

(SQL) offer a means to provide syntactic interoperability. Syntactic interoperability is a 

prerequisite to semantic interoperability.  

 

Semantic interoperability is the ability of two or more systems to automatically interpret 

the meaning of exchanged information, and to accurately produce useful results for end users 

(of both systems). For semantic interoperability, any two systems within a SoS have to agree 

on a common information Exchange reference model that can be used by both. However, a 

standard model that has been adopted by an SoS community to facilitate interoperability 

among systems in the SoS community is clearly preferable. Regardless, the information 

exchange request content is unambiguously defined, that is, what is sent is consistent with 

what is understood. 

Interoperability 

type 

System interoperability needs to address both syntactic interoperability and semantic 

interoperability.  

 

SoS Interoperability. It is difficult enough to implement interoperability when the system 

is being designed with interoperability in mind. It is even more difficult when this is not the 

case. 

Interoperability 

attribute and 

theoretical basis 

These include adherence to standards, choice of information processing procedures and 

algorithms, the validity criteria surrounding the representation and processing of 

information, interfaces to other systems and to their users, and the nonfunctional, quality 

attributes such as reliability, availability, security, privacy, and information assurance. 

 

C&A is a major complexity driver because of the multiple management layers, multiple 

funding sources, and lack of synchronization in the life cycles of the various systems within 

a SoS. Acquisition is a complexity driver due to multiple acquisition programs, multiple 

systems’ life cycles across programs, and the need to achieve interoperability among legacy 

and new systems. Structure is a major complexity driver in that the structure of a SoS can 

change dynamically as systems continue to enter/exit the SoS. Integration mechanisms are 

a major complexity driver in that they need to support dynamic interoperability among 

constituent systems. Verification and validation (V&V) is a complexity driver because of 

the difficulty in synchronizing across multiple systems’ life cycles, the dynamic entry/exit 

requirement for some of the SoS components, and the lack of a defined set of behaviors or 

requirements in some SoS. 

 

This means that there can be no a priori expectation that information paths and/or 

information content are consistent in the SoS. Typically, a SoS is constituted and 

dynamically configured in a “loosely coupled” fashion to achieve the interoperability needed 

to create a mission capability package, and then reorganized as necessary to satisfy 

subsequent mission needs. In some cases, the systems, behaviors, and connectivity of a SoS 
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become known only after a mission capability is specified. In this environment, traditional 

top down integration and validation normally associated with systems integration are not 

applicable [Madni and Sievers, 2013]. Conversely, a Directed SoS and an Acknowledged 

SoS are prespecified making them predictable and compatible with functional verification 

and validation methods. 

 

Interoperability is intended to create a capability that serves an important human purpose 

and/or satisfies a mission requirement. Interoperability implies far more than getting systems 

to communicate with each other. It requires that the organizations involved employ some 

degree of compatible semantics and common interpretations of the information they 

exchange. The Levels of Conceptual Interoperability Model (LCIM) is a key advance in this 

regard [Tolk and Muguira, 2003]. 

 

It is also important to realize that systems are often designed and implemented before a 

recognized need for their interoperation exists. Such a need, when it arises, extends 

interoperability beyond the original scope of the system. Even so, there are internal concerns 

that need to 

be addressed by any system, if some day it is called on to interoperate with others. 

 

For results to be meaningful and valid, interoperable systems need to share 

common/compatible semantics. This requirement implies that interoperating systems must 

have compatible mechanisms for exchanging, representing, modifying, and updating 

semantic descriptions of information items. As important, an interoperable system needs to 

process information in ways that are meaningful to the other systems with which it 

interoperates. To the extent that the meaning and form of information is dynamic (i.e., can 

change over time), these systems need to be able to dynamically modify their information 

processing approaches and, possibly, their representations. 

 

In sum, when a system participates within a SoS, it is necessary to ensure that it understands 

the data, processing, and policies of the other systems in the SoS with which it interoperates, 

and that they, in turn, understand its data, processing, and policies. This requirement creates 

a need to explicitly represent and share the subset of system semantics needed to interoperate 

with these other systems. This need, which is rooted in the SoS construct, is rarely 

acknowledged or resourced within individual system design efforts, especially especially for 

preexisting systems that were designed without interoperability considerations in mind. 

 

Specifically, for humans to collaborate and tools to work together, it is imperative that the 

information exchanged is both correct and meaningful [Mayk and Madni, 2006]. This 

requires compatibility among concepts, terms, processes, and policies. Such compatibility is 

essential for semantic interoperability. The compatibility requirements for semantic 

interoperability encompass: terminology and controlled vocabularies; data definitions; units 

of expressions; computational methods and assumptions used to produce results; conceptual 

and functional models; key policies (e.g., access, authentication, authorization, security, 

transparency, accountability, privacy); business process models; atomic transactions; 

interface definitions and procedure invocation; state and mode definitions and compatibility; 

and clear definition of limits and restrictions. If terminology and data are not aligned, there 

exists the likelihood of misinterpretation in exchanged information. If processes and 

procedures are incompatible, then it may be difficult or impossible to combine them to create 

new, integrated processes that implement new (composite) capabilities. If computational 

algorithms and information processing are not semantically compatible, the results are likely 

to be meaningless or, worse yet, misleading. If policies (e.g., privacy, access) are misaligned, 

interactions may be infeasible or in conflict with specific organizational policies. From the 

foregoing, it is evident that semantic interoperability is desirable (and sometimes essential) 
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for meaningful interactions among systems, applications, and organizations. It is also the 

case that semantic interoperability is a substantial, potentially costly undertaking (as a design 

goal) because of increased validation and verification complexity. 

 

Practically speaking, interoperability is achieved in one of two ways. It can be designed in 

(at system inception), or it can be retrofitted (after the fact). 

 

Ultimately, interoperability depends on the architecture of the SoS [Chen et al., 2008]. This 

architecture can be explicit or implicit, formal or ad hoc. When preexisting or independently 

designed systems are required to interoperate in the absence of a common or reference 

architecture, the linkages between any two independently designed systems are invariably 

designed and implemented in ad hoc fashion, producing an ad hoc integration architecture. 

 

Interoperability offers a number of advantages including: (a) increased flexibility, by 

allowing mixing and matching of systems; (b) creation of new capabilities, by composing 

new functions from existing ones; and (c) increased cost-effectiveness, by allowing reuse of 

existing systems and capabilities [Rothenberg, 2008]. The mixing and matching of systems 

enables performing unanticipated/ unprecedented tasks from new combinations of existing 

functions. This can be accomplished on-the-fly (for no repetitive tasks), or a priori in a 

principled manner for repetitive or recurring tasks. Similarly, interoperability can reduce the 

cost of creating new capabilities by allowing existing systems to be reused in multiple ways 

for multiple purposes. An unheralded advantage of interoperability is that it hides overall 

system complexity from users by creating the illusion of an integrated system. 

Interoperability is usually accomplished through a common user interface, uniform 

semantics, and uniform policies and procedures. However, in the real world this is not always 

the case. In some cases, interoperability is achieved through somewhat “clumsy” means. In 

fact, one might question if such systems can be claimed to be truly interoperable. 

 

While one could argue that this is an interoperable system, it is clearly not automated, which 

is typically what is implied by true interoperability.  

 

Despite obvious advantages, interoperability also has some disadvantages stemming from 

the increase in technical complexity and “open” system design [Rothenberg, 2008]. In 

particular, issues of privacy and security arise when systems are made interoperable. As 

important, costs can escalate from having to make systems interoperable. Finally, 

interoperability adds technical complexity to system design in that new interoperability 

requirements are now imposed that the designer has to satisfy. Even so, the benefits of 

interoperability invariably outweigh the costs. 

Evaluated 

interoperability 

attribute 

- 

Interoperability 

measures or 

method 

Levels of Conceptual Interoperability Model (LCIM) – just cite. 

Pre-existent 

approach 

As described in an earlier paper [Madni and Sievers, 2013], the definition, management, and 

evaluation of integration approaches for systems and SoS are hampered by the lack of 

common terminology and clear definitions of technical and nontechnical interdependencies. 

Conditions or 

Restrictions 

“Since interoperability is a cross-system issue, it involves other cross-cutting concerns (e.g., 

security) to achieve interoperability solutions. The crosscutting nature of interoperability has 
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other important consequences. First, interoperability cannot be implemented piecemeal. 

Second, interoperability has a unique and crucial coordination role relative to the other cross-

cutting concerns [Rothenberg, 2008]. Third, interoperability cannot be added as an 

afterthought without incurring substantial costs and diminished effectiveness.” … “In sum, 

when a system participates within a SoS, it is necessary to ensure that it understands the 

data, processing, and policies of the other systems in the SoS with which it interoperates, 

and that they, in turn, understand its data, processing, and policies. This requirement creates 

a need to explicitly represent and share the subset of system semantics needed to interoperate 

with these other systems.” 

Software systems 

category 

SoS 

Development 

target 

SoS integration 

Type of 

experimental study 

Normative writing 

Experimental 

study data 

- 

 

 

 

Field  Description 

Reference 

information 

Memon, M., Wagner, S., Pedersen, C., Aysha Beevi, F. and Hansen, F. Ambient Assisted 

Living healthcare frameworks, platforms, standards, and quality attributes Sensors 

(Switzerland), Molecular Diversity Preservation International, 2014, Vol. 14(3), pp. 4312-

4341. 

Abstract 

Ambient Assisted Living (AAL) is an emerging multi-disciplinary field aiming at exploiting 

information and communication technologies in personal healthcare and telehealth systems 

for countering the effects of growing elderly population. AAL systems are developed for 

personalized, adaptive, and anticipatory requirements, necessitating high quality-of-service 

to achieve interoperability, usability, security, and accuracy. The aim of this paper is to 

provide a comprehensive review of the AAL field with a focus on healthcare frameworks, 

platforms, standards, and quality attributes. To achieve this, we conducted a literature survey 

of state-of-the-art AAL frameworks, systems and platforms to identify the essential aspects 

of AAL systems and investigate the critical issues from the design, technology, quality-of-

service, and user experience perspectives. In addition, we conducted an email-based survey 

for collecting usage data and current status of contemporary AAL systems. We found that 

most AAL systems are confined to a limited set of features ignoring many of the essential 

AAL system aspects. Standards and technologies are used in a limited and isolated manner, 

while quality attributes are often addressed insufficiently. In conclusion, we found that more 

inter-organizational collaboration, user-centered studies, increased standardization efforts, 

and a focus on open systems is needed to achieve more interoperable and synergetic AAL 

solutions. 

Interoperability 

definition 

- 

 

No definition is presented, but authors make clear that interoperability and integration, in 



CAcTUS 

Context-Awareness Testing for Ubiquitous Systems 

 

 

 

this case, is vital to build such systems: 

 

AAL system aspects identified in our state-of-the-art analysis include medical device 

interoperability and integration; security, privacy and data protection; design and 

development methodologies; frameworks and open solutions; quality attributes; technology 

standards and specifications; and usability and user experience. 

 

In particular, their evaluation is based upon the quality attributes of reliability 

(recoverability), security (encryption and access control), maintainability (changeability and 

installability), efficiency (interoperability, resource consumption) and safety (single-point-

of-failure, usage patterns). 

Interoperability 

dimension 

In the same line of thoughts, Galarraga et al. investigated the design of robust technical 

telemonitoring solutions, which are open and interoperable at the same time [28]. Their 

findings lead to the conclusion that semantic and syntactic interoperability can enable 

better understanding of telemonitoring systems for lifestyle, genetics, physiology and 

pathology for management of personal health. 

Interoperability 

type 

The ASTM F2761 standard considers the safety requirements in medical devices and 

systems as the main agenda [86]. It defines a framework for integrated clinical environment 

focusing on ―device interoperability towards safety‖ for medical devices and equipment. 

The ASTM F2761 defines requirements and procedures for design, verification and 

validation of integrated clinical environments incorporating model-based integration of 

systems 

 

The standards and specifications in-practice are dominated by the IEEE-11073 standard [21] 

for device communication and HL7 [90] for healthcare interoperability. 

Interoperability 

attribute and 

theoretical basis 

Usability is considered as one of the major quality attributes of AAL systems, mainly because 

the end-users have no technical expertise in handling different devices, applications, network 

equipment, gateways, and other infrastructural components. Moreover, the end-users also 

include patients, elderly people, and people with disabilities or specific health deficiencies. 

Considering these aspects, Kim et al. provide an extensible architecture for seamless 

integration of heterogeneous protocols and vendor-specific devices in a secure and 

interoperable manner [71]. The seamless integration of devices and protocols provides 

usability as end-users are not involved in handling device drivers and applications. The 

solution provides automatic connectivity and configurations for ready-to-use applications 

and devices. 

 

Technology standards and specifications provide the basis to achieve interoperability, 

integration, and scalability through standardized protocols and data models. 

Evaluated 

interoperability 

attribute 

- 

Interoperability 

measures or 

method 

- 

Pre-existent 

approach 

- 
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Conditions or 

Restrictions 

- 

Software systems 

category 

- 

Development 

target 

Ambient Assisted Living 

Type of 

experimental study 

structured literature review and Survey 

Experimental 

study data 

Secondary study: structured literature review - We performed a search on the scientific 

databases ACM DL, IEEE, PubMed, and Springer. We used ―Ambient Assisted Living as 

the main search criteria and included only those articles in the survey, which address the 

Ambient Assisted Living frameworks, platforms, and systems. We added the keywords of 

interoperability, integration, user experience, standards, architectures, security, usability, and 

design methodologies with the main search criteria.  

 

Primary study: Survey - We performed an email-based survey to analyze real world usage 

of contemporary AAL systems and platforms. We wanted to know the number of end-users 

using certain AAL platforms and systems; technologies and standards used for development, 

deployment, and integration; supported medical devices; operating systems and 

programming languages used for development; and cost of the solution per user. 

 
 

 

Field  Description 

Reference 

information 

Naudet, Y., Latour, T., Guedria, W. and Chen, D. Towards a systemic formalization of 

interoperability. Computers in Industry, 2010, Vol. 61(2), pp. 176-185. 

Abstract 

Interoperability has been mainly approached from an IT point of view or enterprise 

collaboration perspective. This paper aims at contributing to develop a science base for 

interoperability by studying interoperability on the basis of the system theory. The main 

contribution is to propose a formalization of interoperability grounded in the general system 

theory: the Ontology of Interoperability (OoI). OoI provides a meta-model for ontological 

descriptions of systems, problems and solutions, which can then be inferred for a computer-

aided interoperability diagnosis and problem solving. Related concepts definitions as well 

as a systemic model and a decisional model are given and discussed. Based on the 

Framework for Enterprise Interoperability (CEN/ISO 11354), the specialization of the OoI 

to the enterprise domain is discussed. A case example is presented to illustrate the proposed 

approach. 

Interoperability 

definition 

Interoperability is a requirement inside a system, which maturity depends on the interactions 

or composition among its components. It is the same for the system itself, when it needs to 

be sufficiently flexible to interact with another system, or when it needs to be open to new 

components. 

 

There exist numerous definitions of interoperability (see, e.g. [15, 5] for some of them). An 

analysis of most of them reveals that the concept of interoperability itself seems to be 

grounded in systemic. The most commonly admitted definition is provided by IEEE: 
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‘‘Ability of two or more systems or components to exchange information and to use the 

information that has been exchanged’’ [25]. In this definition as well as in definitions 

proposed in [26, 3, 5], a smallest common factor can be derived: interoperability is about 

systems that can interact. Starting from the general point of view of a system and a pragmatic 

problem-solving approach, interoperability can be considered as being a problem, which can 

arise only when some resources are put together to inter-operate. Because such resources of 

a system are themselves systems, interoperability simply concerns relations between 

systems. 

 

Interaction is commonly defined as the mutual influence between two things. 

Interoperability 

dimension 

The general perspective provided by such a ‘‘system’’ approach is especially important when 

considering the different facets of interoperability, like defined, e.g. in the European 

Interoperability Framework (see [2]), or in [13]: technical, organizational, and conceptual 

(semantic). 

Interoperability 

type 

 

Interoperability 

attribute and 

theoretical basis 

The FEI, starting from the hypothesis that interoperability is a problem of incompatibility, 

defines interoperability barriers and concerns, and introduces approaches to solve 

interoperability problems [19,20] 

 

An interoperability problem appears when two or more incompatible systems are put in 

relation. Interoperability per se is the paradigm where an interoperability problem occurs. 

Contrary to what can be found in the available definitions, this definition suggests that 

interoperability is not only related to communication. Generally speaking, the components 

of a system do not necessarily have to communicate, but might simply have to be composed 

together for a specific purpose. From a pure compositional point of view, this can be viewed 

as a structural interoperability need. When communication or other kinds of action define 

the relationship between the system’s components, this pertains to the behavioral aspect of 

interoperability. 

 

Things can be in relation while not being interacting. For modelling interoperability, we 

choose the term relation [15]. However if interoperability is restricted to communication 

problems, the term interaction should be used instead. Finally, it is important to note that 

systems can be loosely or tightly coupled. The last case refers to system integration rather 

than interoperability properly speaking. 

 

In the context of interoperability, some situations require that a system has the ability to use 

the functionality of another system. Accessibility of a function by a third system is thus one 

important issue. 

 

The interface is important for developing interoperability: open and configurable interfaces 

are preferred to closed and rigid ones. Design principles for high interoperability potential 

interfaces still need to be elaborated and considered as an a priori solution to build 

interoperable systems at the design phase. 

 

Incompatibility is the source of interoperability problems for systems of any kind, as soon 

as they belong to the same super-system and there exist a relation between those systems: a 

simple communication or contact link, a constraint imposed on a system by another, an 

influence or perturbation, etc.  
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Detecting heterogeneity problems implies considering these three points. A first ‘surface’ 

check can be performed on the interfaces to detect apparent problems. When interfaces are 

homogeneous, there is no interoperability problem whatever the internal structure of the 

systems intended to interoperate. Heterogeneous interfaces constitute the most commonly 

considered interoperability problems. Common cases are, e.g. method signature of a library 

not compatible with the calling program, diameter of a screw different from the diameter of 

a nut, etc. A second check concerns systems’ internal structure. Heterogeneous models can 

lead to behavior incompatibilities. When building a system, connecting elements with 

different models is also problematic (for instance when nut and screw are made of plastic 

and steel). Heterogeneity of meta-models if often related to semantics, while syntactic 

heterogeneities concern models’ representations. 

 

From a pure technical point of view, Bridging and Homogenization seem to be the only 

alternatives. Models for bridging and homogenization have been proposed in [14] and have 

not evolved since then. At the organizational level, Compensation or Negotiation can be 

used. Homogenization is an a priori solution to an heterogeneity problem, acting on models 

or their representations. It requires two basic applicability conditions: first, the modification 

of the concerned systems must be possible, and second, one must have a sufficient 

knowledge about the system’s components to homogenize. Such knowledge is contained in 

the models that have been used to build the systems. Those models will have to be modified 

so that a new homogeneous system can be rebuilt from the original inter-related systems. 

Homogenization requires transformations, which can be either syntactic or semantic. For 

instance transforming RDF triples from their XML syntax to a graphical notation is an 

example of syntactic transformation, while transforming a UML class diagram in a relational 

diagram involves the consideration of semantic aspects. Such transformations are performed 

using a unified model, which can be of several kinds. A unified language helps achieving 

homogenization. For instance, rewrite all software components in a package using the same 

programming language, or deciding that everybody will speak English in a meeting to solve 

the communication behavioral relation problem. A unified meta-model (or ontology) can be 

used to reduce semantic heterogeneity. Last, a unified interface can be used. Concrete 

examples are, e.g. the universal plugs and sockets. 

 

Moreover, this solution induces a series of problems that needs to be considered: the 

validation of the unified model and verification of transformations, the errors generated by 

the modification of systems, and changes in performance. When homogenization is not 

possible or when it creates more problems than it can solve, bridging is the alternative. 

Bridging consists in inserting a new system that will serve as an intermediate between inter-

related systems causing an interoperability problem. It is an a posteriori solution to a 

heterogeneity problem, acting at different levels in the systemic model. The bridge system 

is often called an adapter, and it often relies on a translation protocol to actually transfer 

information from and to interacting systems.  

Evaluated 

interoperability 

attribute 

- 

Interoperability 

measures or 

method 

- 

Pre-existent 

approach 

Based on the preliminary work of [14] and [15], we have first formalized the OoI [16]. This 

original work has then been refined [17], enhancing the ontology with concepts related to 

the dynamic nature of interoperability. In [18] we have integrated the Framework for 
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Enterprise Interoperability (FEI CEN/ISO 11354). The FEI, starting from the hypothesis that 

interoperability is a problem of incompatibility, defines interoperability barriers and 

concerns, and introduces approaches to solve interoperability problems [19, 20]. Recent 

research has focused on building a core for the OoI, fully composed of systemic concepts 

originated from the GST. In this context, this paper is an extension of the work reported in 

[18]. 

Conditions or 

Restrictions 

- 

Software systems 

category 

- 

Development 

target 

Enterprise 

Type of 

experimental study 

Normative writing  

Experimental 

study data 

Illustrative use case  

 

 

 

Field   Description 

Reference 

information 

Rezaei, R. b., Chiew, T., Lee, S. and Shams Aliee, Z. Interoperability evaluation models: A 

systematic review Computers in Industry, 2014, Vol. 65(1), pp. 1-23 

Abstract 

Interoperability is defined as the ability for two (or more) systems or components to 

exchange information and to use the information that has been exchanged. There is 

increasing demand for interoperability between individual software systems. Developing an 

interoperability evaluation model between software and information systems is difficult, and 

becoming an important challenge. An interoperability evaluation model allows knowing the 

degree of interoperability, and lead to the improvement of interoperability. This paper 

describes the existing interoperability evaluation models, and performs a comparative 

analysis among their findings to determine the similarities and differences in their 

philosophy and implementation. This analysis yields a set of recommendations for any party 

that is open to the idea of creating or improving an interoperability evaluation model. 

Interoperability 

definition 

Interoperability is defined as the ability for two (or more) systems or components to 

exchange information and to use the information that has been exchanged 

 

IEEE [4,5]:  

(1) ‘‘The ability of two or more systems or elements to exchange information and to use the 

information that have been exchanged’’;  

(2) ‘‘The capability for units of equipment to work efficiently together to provide useful 

functions’’;  

(3) ‘‘The capability – promoted but not guaranteed – achieved through joint conformance 

with a given set of standards, that enables heterogeneous equipments, generally built by 

various vendors, to work together in a network environment’’;  

(4) ‘‘The ability of two or more systems or components to exchange and use the exchanged 
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information in a heterogeneous network’’ [6]. 

 

The US Department of Defense has also introduced multiple definitions of interoperability; 

some of which incorporate the IEEE definitions:  

(1) ‘‘The ability of systems, units, or forces to provide services to and accept services from 

other systems, units, or forces, and to use the services so exchanged to enable them to operate 

effectively together’’ [7];  

(2) ‘‘The condition achieved among communications-electronics systems or items of 

communications electronics systems equipment when information or services can be 

exchanged directly and satisfactorily between them and/or their users. The degree of 

interoperability should be defined when referring to specific cases’’ [8];  

(3) (a) ‘‘Ability of information systems to communicate with each other and exchange 

information.  

  (b) Conditions, achieved in varying levels, when information systems and/or their 

components can exchange information directly and satisfactorily between them.  

  (c) The ability to operate software and exchange information in a heterogeneous network 

(i.e., one large network comprised of several different local area networks).  

  (d) Systems or programs capable of exchanging information and operating together 

effectively’’ [9]. 

For example in Hospital Information Systems (HIS), interoperability is the ability of medical 

informatics systems to provide services to or to access services from other medical 

informatics systems and use the services to operate effectively together 

Interoperability 

dimension 

According to Ref. [10–19], there are four levels of interoperability. The interoperability 

levels are technical, syntactic, semantic, and organizational interoperability. 

 

Technical Interoperability is achieved among communications-electronics systems or 

items of communications-electronics equipment when services or information could be 

exchanged directly and satisfactorily between them and their users [20, 21]. In referring to 

specific cases, the interoperability degree must be defined [22–24]. Technical 

Interoperability is typically associated with hardware/software components, systems, and 

platforms that enable machine-to-machine communication. This type of interoperability 

often focuses on communication protocols and the infrastructure required for those protocols 

to function [25–27]. 

 

Syntactic interoperability is defined as the ability to exchange data. Syntactic 

interoperability is generally associated with data formats. The messages transferred by 

communication protocols should possess a well-defined syntax and encoding, even if only 

in the form of bit-tables [25, 28]. 

 

Semantic interoperability is defined as the ability to operate on that data according to 

agreed-upon semantics [29]. Semantic interoperability is normally related to the definition 

of content, and deals with the human rather than machine interpretation of this content. Thus, 

interoperability at this level denotes that a common understanding exists between people 

regarding the definition of the content (information) being exchanged [25, 30–32]. 

 

Organizational interoperability pertains to the capability of organizations to effectively 

communicate and transfer meaningful data (information) despite the use of a variety of 

information systems over significantly different types of infrastructure, possibly across 

various geographic regions and cultures [33]. Organizational interoperability relies on the 

successful interoperability of the technical, syntactic, and semantic aspects [25, 34, 35]. 

Interoperability Same as in Evaluated interoperability attribute 
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type 

Interoperability 

attribute and 

theoretical basis 

Quantification of interoperability methodology [53] 

Only lists, don’t explain: languages, standards, environment, procedures, requirements, 

human factors, and media.  

 

In the LISI [55], interoperability aspects are categorized into four unified attributes: 

Procedure attributes include numerous forms of operational controls and documented 

guidance that influence all aspects of system integration, development, and operational 

functionality. The procedure attributes address the architecture guidance and standards, 

policies and procedures, and doctrine that enable information exchanges between systems. 

Application attributes include the system mission, which is the fundamental purpose of 

system building and functional requirements of the system. These attributes indicate 

applications that permit processing, exchange, and manipulation. 

Infrastructure attributes in which the establishment and use of a connection among 

applications or systems is supported. These attributes include the environments enabling the 

interaction such as system services, networks, hardware, et cetera 

Data attributes focus on information processes of the system, and contain both data format 

(syntax) and its content or meaning semantics). These data attributes of interoperability 

include protocols and formats enabling information and data interchanges. 

 

Organizational interoperability maturity model [61].  

Preparedness: The preparedness of the organization to interoperate is described by this 

attribute. This attribute is made up of training, experience, and doctrine 

Understanding: The amount of communication and sharing of information and knowledge 

in the organization, and the way information is used are measured by the understanding 

attribute.  

Command style: The command style attribute describes the management and command 

style of the organization, on the way decisions are made, and the way roles and 

responsibilities are assigned.  

Ethos: The goals and aspiration of the organization, the culture and value systems of the 

organization, and the level of trust in the organizations are related to the ethos attribute. 

 

Interoperability assessment methodology [67] 

First it presents the components:  

 

1. Requirements: Any system or components thereof, for which the interoperability is 

considered, must have requirements in common. Without such requirements, systems 

developers and acquisition managers have no obligation to deliver interoperable systems. 

2. Standards: The interoperability norms have defined the transmitting and receiving nodes, 

the message content, and the media used for carrying the data (data link) between the nodes 

[68]. The systems must achieve a common implementation of the standards to be 

interoperable.  

3. Data elements: The standards and requirements have been thoroughly examined. If the 

assessments in those areas (the requirements and standards) are positive, we can claim that 

the flow of information among the nodes is established via a common format with suitable 

data rates. However, the interoperability is not yet sure. Next, what is important is assessing 

the data stream content.  

4. Node connectivity: As the node connectivity is a variable dependent on time, that is both 

discrete and continuous time intervals, it can be said that it is a troublesome element to 

measure the interoperability amongst others. In simple terms, connectivity is the ability to 

send and receive data at any time. This implies that the transmitter and receiver are both up 

and that the link is available. For any interoperable system the operator has control of the 
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medium and equipment; the environment represents those items which are outside the 

operator’s direct control. 

5. Protocols: protocols facilitate access to the data stream. On the transmitting side, the 

protocol initiates the polling sequences, time allocations of transmittance, and the data that 

can be transmitted. 

6. Information flow: Data volume is normally a function of the operations’ tempo and the 

area of interest (AOI), which is determined by the operational commander. The operations’ 

tempo is event-driven, but the estimations can still be performed on historical and exercise 

results 

7. Data latency: is the time span consumed from the event time, to the time of receiving the 

message by the user. That is, the tactical data processor. The latency is usually divided into 

smaller segments for analytical objectives 

8. Interpretation: After the consistency of the transmitted data set is ensured, the 

interpretation of the data by each individual processor must be investigated.  

9. Information utilization: Having passed the data and correctly interpreted it, the next step 

would be to verify that the proper action is taken. Verification of the action taken involves a 

review of the logic associated with every possible option in response to a message or 

operator action. These deal with questions of interoperability and not with the difficult, 

higher-level topic of measuring mission effectiveness. 

Then they report “degrees of interconnection’’ being: availability, connectivity, 

understanding, interpretation, utility, feedback, and execution – no further explanation. 

Evaluated 

interoperability 

attribute 

They call interoperability issues, and each one is related to a granularity level. They 

evaluated if the methods presented supported these issues  

“Examples are presented below. 

 _ H indicates that the interoperability evaluation model has adopted an approach for this 

criterion, without judging whether this approach provides full or partial coverage for the 

issue.  

_ X refers to the lack of a tangible approach to this issue.” 

 

Data interoperability describes the ability of data (including documents, multimedia 

content and digital resources) to be universally accessible, reusable and comprehensible by 

all transaction parties (in a human-to-machine and machine to machine basis), by addressing 

the lack of common understanding caused by the use of different representations, different 

purposes, different contexts, and different syntax-dependent approaches [49,74,75]. 

 

Process interoperability is defined as the ability to align processes of different entities 

(enterprises), in order for them to exchange data and to conduct business in a seamless way 

[49]. 

 

Rules interoperability is the ability of entities to align and match their business and legal 

rules for conducting legitimate automated transactions that are also compatible with the 

internal business operation rules of each other [49, 76]. 

 

Objects interoperability refers to the networked interconnection and cooperation of 

everyday objects [77]. These objects can embrace aspects besides and beyond software 

components, consistent with the concept of Internet of Things [78]. Objects can be really 

seen as orthogonal concepts, each one having its own specific and distinguishing features. 

 

Software systems interoperability refers to the ability of an enterprise system or a product 

to work with other enterprise systems or products without special effort from the 

stakeholders [80]. This can be achieved with a large number of alternative IT architectures 

stakeholders [81], and solutions stakeholders [82], including custom, in-house development 
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of APIs, message-oriented middleware and message brokers, service-oriented architecture 

implementations, or comprehensive stand-alone B2B software gateways [49]. 

 

Cultural interoperability is the degree to which knowledge and information is anchored to 

a unified model of meaning across cultures. Enterprise systems that take into consideration 

cultural interoperability aspects can be used by transnational groups in different languages 

and cultures with the same domain of interest in a cost-effective and efficient manner [49]. 

 

Knowledge interoperability is the ability of two or more different entities to share their 

intellectual assets, take immediate advantage of the mutual knowledge and utilize it, and to 

further extend them through cooperation [49]. 

 

Services interoperability can be defined as the ability of an enterprise to dynamically 

register, aggregate and consume composite services of an external source, such as a business 

partner or an internet-based service provider, in seamless manner [49, 83, 84]. 

 

Social networks interoperability refers to the ability of enterprises to seamlessly 

interconnect and utilize social networks for collaboration purposes, by aligning their internal 

structure to the fundamental aspects of the social networks [49, 85]. 

 

Electronic identity interoperability refers the ability of different electronic identity 

systems within or across the boundaries of an enterprise to collaborate in order to 

automatically authenticate and authorize entities and to pass on security roles and 

permissions to the corresponding electronic identity holders, regardless the system that they 

originate from [49,86]. 

 

Cloud interoperability defines the ability of cloud services to be able to work together with 

both different cloud services and providers, and other applications or platforms that are not 

cloud dependent [49]. 

 

Ecosystems interoperability can be defined as the ability of instant and seamless 

collaboration between different ecosystems and independent entities, entities within the 

ecosystems and as the ability of different independent entities to formulate virtual structures 

for specific purposes [49]. 

Interoperability 

measures or 

method 

Spectrum of Interoperability Model (LaVean [51)]. He developed two critical 

measures of interoperability assigned levels, namely the technical possibility and 

management/control possibility, which state that by ‘‘combining these two measures, it is 

possible to derive a spectrum of interoperability that permits cost-versus-benefits tradeoffs’’. 

Quantification of interoperability methodology (Mensh et al. [53]). They stated that 

‘‘interoperability of systems, units, or forces can be factored into a set of components that 

can quantify interoperability’’ and they identified the seven necessary components as 

languages, standards, environment, procedures, requirements, human factors, and 

media. For each component they allocated a measures of effectiveness logic function and 

used it for creating a truth table that was filled with the simulation of discrete events 

 

Military Communications and Information Systems Interoperability’’ (MCISI 
[54]). Given that interoperability modeling incorporates operational requirements, 

standards, CIS data, interfaces, and modeling facilities, they used a colored cube for 

visualizing the MCISI model. One axis of the cube represented the command level; the 

second indicated the CIS services and the third axis represented the transmission medium 

[54]. The intersections had their own colors: red that represented none, yellow that meant 

partial, and green that indicated full interoperability of a specific service via a specific 
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medium at a specified level of command. 

Levels of Information Systems Interoperability (LISI [54, 55, 56, 57, 58]). The LISI 

model focuses on enhancing interoperability levels of complexity within the systems [55, 

58]. The five interoperability levels (0–4) are Isolated, Connected, Functional, Domain, and 

Enterprise, in which each interoperability level exists in a specific environment. The LISI 

Reference Model is the foundation of the LISI process. Five LISI interoperability levels are 

illustrated in rows, and four columns, demonstrating that the attributes of the LISI Reference 

Model contain Procedures, Applications, Infrastructure, and Data (PAID). 

Organizational interoperability maturity model for C2 [61]. This model extends the 

LISI model into the more abstract layers of command and control support. Describing the 

ability to interoperate, five levels of organizational maturity are defined in this model 

(independent, ad-hoc, collaborative, combined, unified). Preparedness, Understanding, 

Command style, and Ethos are the four enabling attributes that have been identified for the 

organizational interoperability are defined as follows 

 

Interoperability assessment methodology [67]. The interoperability assessment 

methodology model introduced nine components (contrary to the quantification of 

interoperability that used seven) which were requirements, node connectivity, data 

elements, protocols, information flow, information utilization, interpretation, latency, 

and standards. The nine components each included either a ‘‘yes/no’’ response or a 

mathematical equation. Leite [67] further defined ‘‘degrees of interconnection’’ which 

included the availability, connectivity, understanding, interpretation, utility, feedback, 

and execution. 

Stoplight (Hamilton Jr et al. [69]). This model is aimed at helping the decision makers 

to determine whether or not the legacy system they use can meet the operational and 

acquisition interoperability requirements. As a matrix, it has been designed in a way that 

‘‘meets operational requirements (yes/no)’’ is shown in rows and ‘‘meets acquisition 

requirements (yes/no)’’ appears in the matrix columns. 

 

Enterprise interoperability maturity model [70]. In the enterprise interoperability 

maturity model, a set of maturity levels, and a set of areas of concern are defined (See Fig. 

8). Each area of concern would be defined by a set of objectives and goals relevant to 

interoperability and collaboration issues. Depending on the absence, or presence of the 

maturity indicators, interoperability, and collaboration maturity level would be defined for 

each area of concern. 

 
 

The layered interoperability score (i-Score [71, 72]). This method uses the current 

architecture data and can involve more than one interoperability type. What distinguishes 

the i-Score method is the mechanism it uses for determining an empirical upper limit of 
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interoperability for those systems that support the operational process 

 

Government interoperability maturity matrix (GIMM) that was presented by 

Sarantis et al. [73]). 

 
 

Pre-existent 

approach 

- 

Conditions or 

Restrictions 

- 

Software systems 

category 

- 

Development 

target 

- 

Type of 

experimental study 

Secondary Study 

Experimental 

study data 

The interoperability evaluation models were identified through a search of relevant articles 

published between 1980 and 2012 available on the Web of Science database. Google Scholar 

was also adopted as a tool to complement the search. Considering their importance, some of 

the interoperability evaluation models are described in more details. 

 

- no date, string or process. 
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Ruokolainen, T. and Kutvonen, L. Interoperability in Service-Based Communities. Business 

Process Management Workshops, 2006, Vol. 68, pp. 317-328 

Abstract 

Interoperability is a multifaceted problem caused by issues surpassing those of technological 

incompatibilities. The real interoperability challenges are stemming from various sources, 

such as organizational incompatibilities buried deeply into the structures of collaborating 

enterprises, architectural mismatches and defective assumptions about business application 

behavior, or from the inherent properties of business collaboration models. To 

achieve interoperability in enterprise computing environments, the aspects 
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of interoperability must be identified and their properties analyzed. This paper 

studies interoperability issues in enterprise computing environments. Enterprise computing 

environments under analysis are based on Service Oriented Computing paradigm and 

enhanced with necessary infrastructure facilities. Several classes of causes 

for interoperability problems are identified and the mechanisms for overcoming the 

problems in these classes are briefly discussed. 

Interoperability 

definition 

Interoperability has been defined as the ability of two or more entities to communicate and 

operate together in a meaningful way, such that information gets exchanged between 

collaborating parties and it is used in a meaningful way despite differences in language, 

interface or operation environments [14, 18, 45]. 

 

Interoperability, or capability to collaborate, means effective capability of mutual 

communication of information.  

Interoperability 

dimension 

Technical interoperability means that messages can be transported from one application to 

another.  

 

Semantic interoperability means that the message content becomes understood in the same 

way by the senders and the receivers. This may mean both information representation and 

messaging sequences.  

 

Interoperability 

type 

Interoperability covers technical, semantic and pragmatic interoperability.  

 

Finally, the pragmatic interoperability captures the willingness of partners for the actions 

necessary for the collaboration. The willingness to participate involves both capability of 

performing a requested action, and policies dictating whether the potential action is 

preferable for the enterprise to be involved in. 

 

Three different forms of model interoperability have been identified in [16]. The identified 

forms of interoperation, namely integrated, unified and federated interoperability, can 

also be identified from enterprise computing environments as different models for 

collaboration. These models of collaboration are distinguished from each other on the 

grounds of where information needed for achieving interoperability is found. 

 

Interoperability in federated communities is divided into five abstraction levels: 1) 

technology, 2) service, 3) community, 4) organization, and 5) business level. This 

division is based on identification of the subjects responsible for deciding if interoperation 

can be achieved. Each level is further divided into different aspects; 

Interoperability 

attribute and 

theoretical basis 

In the integrated model of collaboration the knowledge for ensuring interoperability is 

implicitly injected into different software components of the computation system. The 

integrated collaboration model can be furthermore classified into three different solution 

methods based on the deployment point of the interoperation knowledge. The solution 

methods are 1) tightly coupled integration, 2) software adaption, and 3) use of common 

computing environments (middleware). 

 

Second model of collaboration in enterprise computing environments is the unified model. 

In unified collaboration model a shared meta-information entity describes the functionality 

and responsibilities of each community participant. 

Two kinds of meta-information entities can be identified: standards and explicitly shared 

meta-information. Unified collaboration can be achieved by use of explicitly shared meta-
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information. Meta-information defined using an appropriate modeling language, such as 

UML, describe component functionality, their properties and interrelationships using 

computation platform independent notations. 

 

Federated collaboration means that no shared, native meta-information describing the 

operation of a collaboration is presupposed or needed. Each participant may have their own 

models describing their business services. To achieve interoperability a shared meta-model 

is exploited. Interoperation is established by negotiation mechanisms, model verification and 

monitoring of service behavior with respect to the interoperability contract. Meta-

information needed for ensuring interoperability must be explicitly available, especially 

during operation of service communities. Federated collaboration model needs additional 

infrastructure facilities for publication and management of meta-information, and for 

controlling and monitoring the communities. 

 

At the technology level, technical interoperability must be achieved between communication 

and computation platforms. Interoperation is established by selecting and configuring 

appropriate middleware services and their parameters. When we consider only technical 

interoperability, that is the connectivity, communication and encoding related aspects, 

incompatibilities between languages, interfaces or operational environments can be solved 

quite efficiently. Methods and techniques like interface description languages [22, 27], 

adaptors [34, 46], wrappers [26], middleware [28, 41] and middleware bridges [10] have 

quite successfully been applied for enterprise integration. However, while providing the 

necessary means for collaboration, technology level interoperability and the methods for 

achieving it are only the basis of the “interoperability stack”. 

 

At the service level, both technical (compatibility between service signatures) and semantic 

interoperability (semantics and behavior of services) between service end-points must be 

established. Service discovery mechanisms are used for this purpose and the decision 

making procedures are bilateral. Service level interoperability means capability of 

interoperation between electronic services with well-defined, self-descriptive interfaces 

 

For establishing community level interoperability the aspects of architectural properties, 

failure handling procedures and compensation processes, and non-functional aspects of 

communities must be addressed. Decision making at the community level is multi-lateral 

since the properties of all the participants must be taken into consideration. Negotiation 

mechanisms are used for populating communities with compatible services. Both technical 

(non-functional Aspects) and semantic interoperability (failure handling and community 

architecture) is addressed at the community level. 

 

Business rules and policies must be agreed upon at the organization level. Organization level 

interoperability deals with issues related to the needs of autonomic enterprises. Policies and 

business rules are business knowledge which must be explicitly represented if inter-

organizational collaboration should be achieved. Policies are used to constraint community 

behavior such that the common objective of the community can be achieved [40]. Business 

rules are declarative rules that constraint or define some aspects of business [12]. Both 

policies and business rules are organizational entities that are independent of community or 

service life cycles; thus it is necessary to separate these aspects from the aspects related to 

community and service level interoperability. 

 

Issues related to purely technological interoperability can nowadays be usually handled with 

use of a common distributed object computing platforms such as CORBA, or by exploiting 

service oriented architectures and Web Services. 
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Interoperability is nevertheless a multifaceted problem caused by issues surpassing those of 

technological incompatibilities. The real interoperability challenges are stemming from 

various sources, such as organizational incompatibilities buried deeply into the structures of 

collaborating enterprises, architectural mismatches and defective assumptions about 

business application behavior, or from the inherent properties of business collaboration 

models. 

 

Interoperability is an issue which cannot be fully realized by homogenizing the execution 

environment through distribution middleware, or by using unified meta-languages or some 

other means of mediation. Object and component interoperability even in a homogeneous 

computing platform is a multi-faceted issue with syntactic, semantic and behavioral aspects 

[44]. When considering enterprise computing systems with heterogeneous implementation 

platforms and autonomous participants, interoperability of software components becomes 

even more complicated, since these kind of computing environments are characterized by 

their heterogeneity (freedom of design), autonomy (freedom of action) and dynamism 

(freedom of configuration) [38, 39]. Both integrated and unified collaboration models 

support at least partially technological heterogeneity in enterprise computing environments. 

They however fail to address the autonomy and dynamism aspects, and do not provide 

pragmatic interoperability.  

 

Service level: Substitutability and compatibility of software entities can be considered as the 

most relevant concepts in this level. When considering syntactic and semantic aspects we 

are interested if two entities can be substituted by each other. The concept of compatibility 

is relevant only when behavioral aspects are taken into consideration. Validation of syntactic 

interoperability, that is substitutability of syntactic structures, reduces to type matching. Type 

matching problem is about finding and defining bindings and transformations between the 

interface a client wants to use and the interface provided by a service [18]. Type matching 

problem in general is impossible, since identification of operation semantics and information 

contents used in the operations or attributes cannot be fully automated. 

Evaluated 

interoperability 

attribute 

- 

Interoperability 

measures or 

method 

- 

Pre-existent 

approach 

Classification is based on previous studies of interoperability (see for example [9, 44]) and 

on conceptualization of enterprise computing environments made in web-Pilarcos project 

[21].  

Conditions or 

Restrictions 

- 

Software systems 

category 

Service 

Development 

target 

enterprise computing environments 

Type of 

experimental study 
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Sullivan, D. O. and Lewis, D. Semantically Driven Service Interoperability for Pervasive 

Computing. Proceedings of the 3rd ACM international workshop on Data engineering for 

wireless and mobile access., 2003, pp. 17-24 

Abstract 

The common vision of pervasive computing environments requires a very large range of 

devices and software components to interoperate seamlessly. From the assumption that these 

devices and associated software permeate the fabric of everyday life, a massive increase 

looms in the number of software developers deploying functionality into pervasive 

computing environments. This poses a very large interoperability problem for which 

solutions reliant solely on interoperability standards will not scale. 

An interoperability problem of a similar scale is presented by the desire for a Semantic Web 

supporting autonomous machine communication over the WWW. Here, solutions based 

on service-oriented architectures and ontologies are being actively researched, and we 

examine how such an approach could be used to address pervasive 

computing's interoperability problem. The paper outlines the potential role that semantic 

techniques offer in solving some key challenges, including candidate service discovery, 

intelligent matching, service adaptation and service composition. In particular the paper 

addresses the resulting requirement of semantic interoperability outlining initial results in 

dynamic gateway generation. In addition the paper proposes a roadmap identifying the 

different scenarios in which semantic techniques will contribute to the engineering and 

operation of pervasive computing systems. 

Interoperability 

definition 

We therefore propose that a service-oriented architecture be adopted for the integration of 

functionality present in a pervasive computing environment. In other words, all the 

processors, sensors, actuators, displays etc, present in pervasive computing environments 

can only interact through services. Therefore, developing the highly adaptive behavior we 

would like pervasive computing environments to exhibit becomes an ad hoc service 

composition problem. 

Interoperability 

dimension 

Sheth classifies the types of interoperability problems that can occur during the interchange 

between information systems as follows [20]:  

• System, heterogeneous hardware and operating systems;  

• Syntactic, different representation languages and data formats;  

• Structural, heterogeneous model representations;  

• Semantic, different meaning of terms used in the interchange. 

 

System and Syntactic interoperability problems are more easily dealt with. However, 

achieving Structural and Semantic interoperability (which together will be termed 

semantic interoperability in this paper) in information interchange between information 

systems of different parties continues to be a difficult problem. In order to achieve semantic 

interoperability in a heterogeneous environment, the meaning of the information that is 

interchanged has to be understood across the systems. 

Interoperability 

type 

Service-oriented architectures focus on application level interoperability 
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Interoperability 

attribute and 

theoretical basis 

Many of the network interoperability problems can be addressed by the inter-networking 

approach of the Internet’s network and transport protocols. However, the potential for 

debilitating heterogeneity in application level interoperability remains.  

 

The work presented here is motivated by the observation that we cannot, therefore, rely on 

shared a priori knowledge via common interoperability standards to solve the application 

interoperability problems on the scale needed for pervasive computing. Instead, application 

software must somehow adapt at deployment time and runtime to integrate their 

functionality and dynamically interoperate with other application software 

 

The vision of pervasive computing offers many of the same challenges as are already being 

addressed by dynamic composition of web services. Principally these are:  

• Using a common interoperability mechanism to dynamically locate and integrate 

application functionality from a large number of disparate sources, in this case software 

embedded in our physical surrounding or running on mobile devices, rather than on the web.  

• Defining application interface functionality without detailed prior knowledge of how it will 

be used.  

• Separating the interoperability of application functionality from that of communication 

mechanisms 

 

A service-oriented approach to interoperability in pervasive computing presents some 

additional challenges. For instance, many pervasive computing devices have limited 

processing and memory footprints and wireless communication protocols offer differing 

reliability and quality of service profiles when compared to the Internet, so much of the 

existing Web Services infrastructure may not be directly applicable to this area. 

 

More generally, Ceri and Widom identify four categories of semantic conflicts [3]:  

• Naming conflicts where different names used to represent the same concepts, either 

homonyms and synonyms.  

• Domain conflicts occur when different reference systems are used to measure a value. 

Examples are different currencies.  

• Structural conflicts occur when different systems use different data organization to 

represent the same concept.  

• Metadata conflicts occur when concepts are represented as one type within the modeling 

type of one system and a different type within the other system (e.g. as at a schema level in 

one database and as an instance in another 

In the past, such semantic conflicts have typically been dealt with at "design time": through 

careful schema design in distributed database solutions; through the hand crafting of 

interoperability gateways (with system integrator solutions); or by forcing each system to 

conform to a standard mechanism for interchange (e.g. ebXML). Although these traditional 

approaches have been successful in well understood/static interchange environments, each 

of these approaches are inappropriate for systems that want to interchange in dynamic 

environments [7]: the schema design solution fails due to the rapidly changing nature of the 

interchanges required; the handcrafting of gateways solution fails as it does not scale to large 

numbers of information systems; and the standards solution fails due to the lack of certainty 

as to whether there is a common interpretation of the standard. 

 

With respect to runtime solutions, Campbell et al outline a number of issues that typically 

need to be addressed [2]:  

• How to find a common frame of reference in both ontologies around which algorithms can 

traverse?  

• Identifying what is or is not a match? What constitutes an exact match or a "good enough" 

match and how is this expressed?  
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• What online resources that might help identify equivalent terms (e.g. WordNet) should be 

used and when?  

In summary, whereas the use of ontologies has been shown to overcome the semantic 

interoperability problem between parties that know they want to interact a priori, the use of 

ontologies to achieve semantically interoperable interactions between parties at runtime in a 

very dynamic situation is still in its infancy and must overcome a number of challenges. 

Evaluated 

interoperability 

attribute 

- 

Interoperability 

measures or 

method 

- 

Pre-existent 

approach 

Our group has been investigating semantic web technologies to dynamically bridge between 

the terminologies of two parties from different pervasive computing environments which we 

assume have been developed using different ontologies [17]. 

Conditions or 

Restrictions 

- 

Software systems 

category 

Services 

Development 

target 

Pervasive Computing 

Type of 

experimental study 

Normative writing 

Experimental 

study data 

- 

 

 

 

Field  Description 

Reference 

information 

Tsalgatidou, A., Athanasopoulos G, and Pantazoglou M. Interoperability among 

Heterogeneous services. International Journal of Web Services Research 5.4:110, 2008. 

Abstract 

Service-oriented computing (SOC) has been marked as the technology trend that caters for 

interoperability among the components of a distributed system. However, the emergence of 

various incompatible instantiations of the SOC paradigm, e.g. Web or peer-to-

peer services (P2P), and the divergences encountered within each of these instantiations 

state clearly that interoperability is still an open issue, mainly due to its multi-dimensional 

nature. In this paper we address the interoperability problem by first presenting its multiple 

dimensions and then by describing a conceptual model called generic service model 

(GeSMO), which can be used as a basis for the development of languages, tools and 

mechanisms that support interoperability. We then illustrate how GeSMO has been utilized 

for the provision of a P2P service description language and a P2P invocation mechanism 
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which leverages interoperability between heterogeneous P2P services and between 

P2P services and Web services 

Interoperability 

definition 

- 

Interoperability 

dimension 

The service level in particular is further decomposed in three interoperability dimensions i.e. 

signature, protocol and semantic dimensions. 

Interoperability 

type 

As we can see in this figure, the problem of interoperability is divided into three levels: 

service level, programming language level and platform level.  
 

Business Domain: Interoperability at this dimension represents the ability of two business 

systems to interoperate. This includes sharing of common domain concepts and processes 

which could be described using various standards and protocols such as RDF (Beckett, 

2004), OWL (Mc- Guinness, 2004), OWL-S (Martin, 2004), WS-CDL (Kavantzas, 2005), 

and ebXML BPSS (Dubray, 2006) 

 

Application: Applications are specific implementations of parts of business domains. Thus, 

application interoperability represents the ability of two specific business system 

implementations to interoperate. This includes the use of compatible data structures, 

functionality and orchestrations that may be described using standards such as WSDL 

(Christensen, 2001) and WS-BPEL (Alves, 2006). 

 

Platform: Platform interoperability represents the ability of the middleware underlying two 

or more applications to interoperate. This includes features such as the use of compatible 

data type representations (e.g. real numbers having the same accuracy and same format), 

interface specification mechanisms (e.g. interface definition languages) or architectural 

styles (e.g. use of message-oriented communication styles). As it can be seen, this dimension 

differs from the platform interoperability layer appearing at the bottom part of Figure 2 in 

that it addresses both programming language and platform interoperability dimensions 

Interoperability 

attribute and 

theoretical basis 

The signature dimension addresses the interface definition conformance. This includes the 

operations, types and order of parameters of a service interface as well as standards such as 

the interface definition languages (IDL). 

 

The protocol dimension addresses the order in which the methods of a service are invoked. 

The Web Service Choreography Description Language (WS-CDL) (Kavantzas, 2005) can 

be seen as an effort to resolve this interoperability problem. 

 

The semantic dimension addresses the problem of common understanding between service 

providers and service consumers. This problem can be tackled through ontologies and 

semantic service description frameworks such as OWL-S (Martin, 2004), WSMO (Bruijn, 

2005), SAWSDL (Farrell, 2006) or WSDL-S (Akkiraju, 2005). 

 

The quality dimension addresses the conformance of the quality requirements of a service 

consumer and the quality properties offered by the service provider. Solutions to this issue 

can be provided by description frameworks such as WS-QoS (Gramm, 2004), or WS-Policy 

(Bajaj, 2006). 

 

The context dimension refers to the conformance between the context representations used 

by service providers and the context representations requested by service clients. Context-

level interoperability is important when employing services in ubiquitous computing 
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environments. This problem could be tackled through the use of common ontologies and 

ontology frameworks e.g. RDF (Beckett, 2004), OWL (McGuinness, 2004) or via the use of 

context description frameworks such as ConteXtML (Ryan, 2005) 

 

The incompatibility of the supported models has an impact on all interoperability dimensions 

but quality and context. 

 

The difference on the targeted clients has an impact on the signature and protocol dimensions 

as well as on the platform and application dimensions. 

 

The incompatibility of the syntactic features has an effect on the signature and platform 

dimensions. 

 

The incompatibility of QoS properties has an effect on the quality dimensions as well as on 

the platform and application dimensions. 

 

Evaluated 

interoperability 

attribute 

- 

Interoperability 

measures or 

method 

- 

Pre-existent 

approach 

This generic framework has been developed in the SODIUM project1, which employs a 

unified approach towards the interoperability of heterogeneous service types. 

 

Since PSDL is based on the WSDL 1.1 specification (Christensen, 2001), it inherits and 

retains the structure of the WSDL elements. 

Conditions or 

Restrictions 

Finally, we would like to mention that, GeSMO served as a basis for handling 

interoperability at the signature or platform level, therefore it needs to be further extended 

in order to fully address the interoperability problem. 

Software systems 

category 

Service 

Development 

target 

P2P 

Type of 

experimental study 

Normative writing – mentions case study but not detailed 

Experimental 

study data 

- 

 

 

 

Field  Description 
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Reference 

information 

Ullberg, J., Lagerström, R. and Johnson, P. A Framework for Service Interoperability 

Analysis using Enterprise Architecture Models. IEEE International Conference on Services 

Computing, Ieee, 2008, pp. 99-107 

Abstract 

Good IT decision making is a highly desirable property that can be furthered by the use 

of enterprise architecture, an approach to IT management using diagrammatic models. In 

order to support decision-making, the models must be amenable to various kinds of analysis. 

It is desirable that the models support the sought after analysis effectively since creation 

of enterprise architecture models often is a demanding task. This paper presents 

a framework for enterprise serviceinteroperability analysis and a met model containing the 

information needed to perform the analysis. The paper also illustrates the use of 

the framework and meta model in a fictional example. 

Interoperability 

definition 

Interoperability is the ability of two or more systems or components to exchange 

information and to use that information [19]. Adopted to the domain of services, enterprise 

service interoperability is the ability of services in an enterprise to exchange information 

and to use that information. 

Interoperability 

dimension 

- 

Interoperability 

type 

Enterprise Service interoperability is divided into run-time enterprise service 

interoperability and design-time enterprise service interoperability. 
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Interoperability 

attribute and 

theoretical basis 

 
 

The extended influence diagram for enterprise service interoperability containing factors 

influencing service interoperability and thereby of interest when performing analysis 

Evaluated 

interoperability 

attribute 

The enterprise architecture metamodel for service interoperability analysis with its entities, 

attributes, and relations 
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Interoperability 

measures or 

method 

Several methods for assessing interoperability have previously been suggested, on a general 

scope the assessment methods include LISI [14], SoSI [23], LCIM [24] and i-Score [25]. 

Specifically for service interoperability the work of Fang et. al. [26], Pokarev et. al. [27] and 

the extension of ATAM to service oriented architectures [28] are some of the approaches. 

Few of these are focused on applying mathematical models and not all have a numerical 

measurement of interoperability [25]. The work presented in this paper incorporates many 

of the proposed interoperability measures and uses the mathematics of Bayesian networks 

as a means of aggregation. 

Pre-existent 

approach 

This paper extends previous work from the authors [2] so that a situation where services and 

orchestrations are designed autonomously at run-time can be assessed. 

Conditions or 

Restrictions 

Since the analysis is based on the formalism of Extended Influence Diagrams this credibility 

variation can be handled, thus the presented method of analysis provides the CIO with an 

uncertainty degree in the result 

Software systems 

category 

Service 

Development 

target 

Enterprise 

Type of 

experimental study 

Normative writing  

Experimental 

study data 

- 

 

 

 

Field  Description 

Reference 

information 

Vega-Barbas, M., Casado-Mansilla, D., Valero, M. a., Lopez-de-Ipina, D., Bravo, J. and 

Florez, F. Smart Spaces and Smart Objects Interoperability Architecture (S3OiA). Sixth 
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International Conference on Innovative Mobile and Internet Services in Ubiquitous 

Computing, Ieee, 2012, pp. 725-730 

Abstract 

The presented work aims to contribute towards the 

standardization and the interoperability off the Future Internet through an 

open and scalable architecture design. We present S3OiA as a syntactic/semantic Service-

Oriented Architecture that allows the integration of any type of object or device, not 

mattering their nature, on the Internet of Things. Moreover, the architecture makes possible 

the use of underlying heterogeneous resources as a substrate for the automatic composition 

of complex applications through a semantic Triple Space paradigm. Created applications are 

dynamic and adaptive since they are able to evolve depending on the context where they are 

executed. The validation scenario of this architecture encompasses areas which are prone to 

involve human beings in order to promote personal autonomy, such as home-care automation 

environments and Ambient Assisted Living 

Interoperability 

definition 

- 

Interoperability 

dimension 

 

Interoperability 

type 

- 

Interoperability 

attribute and 

theoretical basis 

• The integration of heterogeneous objects (legacy and future created) from a technological 

standpoint.  

• Unify the countless device discovery protocols that are currently used. One of the ideas 

issued to overcome it aims to create a standardized new IoT common protocol or 

interoperable architectures that abstract these inconsistencies.  

• Mechanisms aiming to ease and enable the device’s cooperation and service discovery 

among distant/remote domains and spaces, both at semantic and at syntactic levels.  

• Reducing the number of gateways should be rapidly take into account if we do not want to 

shift from the IoT to the Internet of Gateways and Proxies. This is possible with light 

architectures which should fit into any device, regardless of memory capacity and 

computing. 

Evaluated 

interoperability 

attribute 

- 
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Interoperability 

measures or 

method 

 

Pre-existent 

approach 

In a previous work the authors have advocated for a network federated approach by applying 

the extensible messaging and Presence Protocol as an interlinking substrate to connect 

distant OSGi platforms (powerful nodes) [25] that enabled the event’s triggering and the 

asynchronous message passing among distant domains. 

Conditions or 

Restrictions 

- 

Software systems 

category 

Smart Spaces and Smart Objects 

Development 

target 

Ubiquitous systems 

Type of 

experimental study 

Survey + prototype 

Experimental 

study data 

Due to the increasing demand of applying the IoT advantages to contexts that promote 

personal autonomy (such as Ambient Assisted Living), the authors have decided to test an 

initial system based on S³OiA design in this kind of scenarios. Currently, the research project 

Suggestive Autonomy for Elderly People4, founded by CAPTA5, is backing this validation 

process. An early result has been achieved by carrying out a survey in order to determine the 

elderly people real needs for their daily routine, and how a new IoT world may push for 

them. This studio has entailed to a complete rethink of the S³OiA architecture, claiming for 

a more human-centered design for next revision. This evaluation has been possible due to a 

first prototype that is being assessed by the subjects under study, i.e. a group of elderly people 

in a Madrid’s day residence. The main objective of the survey has been to define a use case 

which would be useful to promote their personal autonomy. The survey was done to 20 

elderly people from Madrid, Spain. 

 

 

 

Field  Description 
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Reference 

information 

Wyatt, E., Griendling, K. and Mavris, D. Addressing interoperability in military systems-

of-systems architectures SysCon 2012 - 2012 IEEE International Systems Conference, 

Proceedings, 2012, pp. 240-247 

Abstract 

The increasing complexity of net-centric warfare requires systems to be interoperable to 

achieve mission success. Established methods do exist to measure various forms of 

interoperability; however, these methods tend to be specific towards a certain application, 

and often are qualitative rather than quantitative assessments. This research surveys 

existing interoperability measurement methods and assesses them from the perspective of 

using interoperability as a metric to evaluate system-of-systems architectures. The goal is 

to identify metrics useful to quantify interoperability during the early phases of the joint 

acquisition process and provide decision-makers with information about a potential 

architecture’s interoperability during the selection of a new military system-of-systems. 

Interoperability 

definition 

Directive 4630.05 defines interoperability as “the ability of systems, units, or forces to 

provide data, information, materiel, and services to and accept the same from other 

systems, units, or forces and to use the data, information, and materiel, and services so 

exchanged to enable them to operate effectively together”. 

 

“The technical exchange of information and the end-to-end operational effectiveness of 

that exchange of information as required for mission accomplishment”. 

 

The DoD Dictionary of Military and Associated Terms defines interoperability in a broader 

sense: “The ability to operate in synergy in the execution of assigned tasks”. [4] 

 

A secondary definition goes into more detail and is specific to communications: “The 

condition achieved among communications-electronics systems… when information or 

services can be exchanged directly and satisfactorily between them and/or their users. The 

degree of interoperability should be defined when referring to specific cases”. 

Interoperability 

dimension 

 

Interoperability 

type 

Communication, Non-technical, Information Systems, Systems of Systems, General 

Interoperability 

attribute and 

theoretical basis 

- 

Evaluated 

interoperability 

attribute 

- 
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Interoperability 

measures or 

method 

 
GHT: Table 2 for method’s suitability 

Pre-existent 

approach 

- 

Conditions or 

Restrictions 

- 

Software systems 

category 

- 

Development 

target 

SoS 

Type of 

experimental study 

Normative writing – they said survey of the literature. 

Experimental 

study data 

- 

 

 

 

Field  Description 

Reference 

information 

Zutshi, A., Grilo, A. and Jardim-Goncalves, R. The Business Interoperability Quotient 

Measurement Model. Computers in Industry, Elsevier B.V., 2012, Vol. 63(5), pp. 389-404 
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Abstract 

Over the last decade, the context of interoperability has been changing rapidly. It has been 

expanding from the largely technically focused area of Information Systems 

toward Business Processes and Business Semantics. However, there exists a need for 

established methods to define Business Interoperability and provide for measuring its 

performance as a first step toward improving interoperability conditions between 

collaborating entities. This paper proposes a model that captures the factors that are 

responsible for Business Interoperability in the context of collaborative business 

processes. The Business Interoperability Quotient Measurement Model (BIQMM) uses an 

interdisciplinary approach to embrace the key elements responsible for collaboration 

performance. Through the quantification of the importance of each element to the particular 

collaboration scenario, and by combining the BIQMM with the Analytical Network Process 

(ANP) approach, this model enables a quantitative analysis of Business Interoperability, so 

that an overall interoperability score can be calculated for enhanced 

performance measurements. Two application scenarios are presented, 

validating the proposed model 

Interoperability 

definition 

This is reflected in the most cited definition of interoperability, which characterizes 

interoperability as ‘‘the ability of two or more systems or components to exchange 

information and to use the information that has been exchanged’’ [38]. 

 

Enterprise systems and applications need to be interoperable, i.e., be able to share technical 

and business information seamlessly within and across organizations, and must be adaptable 

to different network environments at all life-cycle phases [1]. 

 

While the technological interoperability research stream seeks to solve the issues related to 

the electronic integration in heterogeneous, distributed environments, the Business 

Interoperability research stream seeks to determine how and to what extent the potential of 

these concepts can be reclaimed for realizing seamlessly integrated value chains [73]. More 

recently, Enterprise Interoperability has been defined as ‘‘a field of activity with the aim to 

improve the manner in which enterprises, by means of Information and Communications 

Technologies (ICT), interoperate with other enterprises, organizations, or with other 

business units of the same enterprise, in order to conduct their business. This enables 

enterprises to, for instance, build partnerships, deliver new products and services, and/or 

become more cost efficient’’ [21]. Thus, Business Interoperability encompasses 

technological, social, procedural, legal, and strategic aspects of collaborations. 

Interoperability 

dimension 

 

Interoperability 

type 

Although IT plays a key role in making businesses interact seamlessly, such an information 

exchange infrastructure is meaningless if the other core aspects of business collaborations 

are not interoperable. Hence, the concept of Business Interoperability goes beyond IT, into 

organizational aspects of businesses, and includes the level of people-to-people interactions. 

 

Also, the Government Interoperability Maturity Matrix (GIMM) seeks to provide public 

administrations with a self-evaluation method that can be used to assess their current status 

concerning eGovernment interoperability and the steps needed to improve their positioning 

with regard to system implementation and services provision to citizens and businesses [75]. 

The model identifies several interoperability attributes that need to be taken into 

consideration in order to evaluate each organization 
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Interoperability 

attribute and 

theoretical basis 

 
 

The Information Systems parameter can be evaluated by the following four sub-parameters: 

Data Exchange Tools, which consider whether there is a suitable IT infrastructure for easy 

exchange of data and files; Speed, addressing whether the information system is fast enough 

for quick communication and whether information is synchronous or asynchronous; 

Application Interoperability, questioning whether there are specific/standard translators or 

conversion applications that can used to access data between the organizations; Security, 

considering whether users have the confidence to securely transmit confidential information 

and perform secure operations across the two organizations. 

 

Interoperability research is closely linked to the topic of standardization, since the ultimate 

goal of standards is to ensure compatibility and integration of different systems. However, 

interoperability research focuses especially on those fields where compatibility is still low, 

i.e., areas lacking or with conflicting standard developments or lacking uniform 

implementation of standards. 

Evaluated 

interoperability 

attribute 

- 

Interoperability 

measures or 

method 

The Business Interoperability Quotient Measurement Model (BIQMM) uses an 

interdisciplinary approach to embrace the key elements responsible for collaboration 

performance. Through the quantification of the importance of each element to the particular 

collaboration scenario, and by combining the BIQMM with the Analytical Network Process 

(ANP) approach, this model enables a quantitative analysis of Business Interoperability, so 

that an overall interoperability score can be calculated for enhanced performance 

measurements. 

Pre-existent 

approach 

- 
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Conditions or 

Restrictions 

The BIP model requires further advancements in terms of adding granularity to the 

descriptors of each parameter and sub-parameter. 

Software Systems 

category 

- 

Development 

Target 

Business 

Type of 

experimental study 

Case Study 

Experimental 

study Data 

Application scenario 1: Business Interoperability Performance Evaluation 

Application scenario 2: selection of collaboration partners 

 


